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Abstract—In recent years, IoT technology has been one of
the most rapidly expanding fields, connecting over 27 billion
connected devices worldwide. Increasing security concerns, such
as software flaws and cyberattacks, limit the use of IoT devices.
Tor, also known as ”The Onion Router,” is one of the most
popular, secure, and widely deployed anonymous routing systems
in IoT networks. Tor is based on a worldwide network of relays
operated by volunteers worldwide. Tor continues to be one of
the most popular and secure tools against network surveillance,
traffic analysis, and information censorship due to its robust use
of encryption, authentication, and routing protocols. However,
ToR is not anticipated to be entirely safe. The increasing
computational capabilities of adversaries threaten Tor’s ability
to withstand adversarial attacks and maintain anonymity. This
paper describes the foundation of the Tor network, how it
operates, potential attacks against Tor, and the network’s defense
strategies. In addition, the authors present a framework for deep
learning that uses bandwidth performance to identify the server’s
location in Tor, thereby compromising anonymity. This paper
examines Tor’s network’s current and projected future in the
Internet of Things.

Index Terms—Tor network, Onion routing, Dark web, Privacy,
Anonymity.

I. INTRODUCTION & MOTIVATION

E-commerce, social media, cryptocurrency, cloud comput-
ing, and big data are examples of how the digital era has
disrupted the traditional way of doing things in every social
and economic sector. Data breaches and cyber thefts have
become increasingly common because of digital products’
rapid development and innovation. Customers are increasingly
opting for products that promise data privacy and cybersecurity
as a result of this development [1]. In digital marketplaces
(e.g., digital payment systems and community forums), users
want their online communications and transactions to be
handled more anonymously. Dark wallets and anonymous
networks, which provide data anonymization platforms, are
meeting these demands. Tor is one such unknown network.

In a digital world plagued by cybersecurity concerns, the Tor
network is one of many emerging technologies which attempt
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Fig. 1: Tor Network Model

to fill the data privacy void. Anonymity can be achieved
using Tor, which stands for ‘The Onion Router,’ an open-
source privacy network. US Navy initially used Tor to censor
government communications before it was made public [2].

The client and the server have always communicated di-
rectly in standard internet connections. If an eavesdropper
were to utilise this technique, they might easily learn the user’s
identify and track their movements. The IP headers of direct
encrypted connections are not concealed, thus the sender’s and
receiver’s addresses as well as the amount of the data being
sent are still visible. A user’s private data may be exposed
when confronted by attackers that use advanced traffic analysis
techniques (to maintain anonymity).

All TCP communication from the end user is routed via a
number of relays on the Tor network, which offers an extra
degree of anonymity and privacy. Usually, this route is a
dynamic circuit consisting of many hops. Figure 1 depicts a
circuit with three relays, which are referred to as the ”entry
relay,” ”middle relay,” and ”exit relay,” respectively. The Tor
network’s entrance relay is the only node that can trace TCP
communication back to its original source, and the exit relay
is the only node that can inspect the message’s content and
destination. Indecisive middle relays can’t choose between the
two options. The Tor network assures that the source, content,
and destination of every online traffic are hidden from any one
relay.

The authors next describe Tor’s routing architecture, which
is meant to make it impossible for a well-resourced attacker
to learn the end-identity users’ and the network’s behaviour,
even if relays are compromised [3].

The main contributions of this paper are as follows:

1) This paper presents the routing of messages in a Tor
network. It discusses how Tor routes end-user traffic
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Fig. 2: Routing in Tor networks

through a randomized circuit by forming a network of
relays.

2) Tor tries to give people anonymity and privacy on the
Internet, but people who don’t like these goals can attack
Tor in many ways. This work highlights the various
attacks and possible defense strategies in the Tor network.

3) We provide an unique networked attack that may reveal
the location of an anonymous server and anonymous
proxies by analysing ”traffic variations” into a certain
anonymity-preserving channel.

II. ROUTING

In this section, the authors discuss the working of Tor net-
working on how Tor routes traffic. The steps of communicating
the messages are described as follows.

1) When the TOR client A wants to access the server B via
the Tor network, it queries its trusted directory server. It
is noteworthy that the trusted directory server stores the
IP address, port details, and public onion keys of all the
TOR relays operational in its network [4].

2) The trusted directory server sends the client these details
when the client queries the trusted directory server, as
shown in Fig. 2.

3) Next, the client node A randomly chooses one of the
TOR relays from the list of the TOR relays sent by the
trusted directory server (TDS). This is called the first
relay or entry guard, which authors denote by R1. Then
the client A establishes a Transport Layer Security (TLS)
connection using the relay’s public key. Both A and the
router R1 establish a secure communication circuit C1

between themselves by negotiating a shared secret key,

as shown in Fig. 3. The client and R1 use a single Diffie-
Hellman-Merkle key exchange which authors denote as
K1 to negotiate messages as shown in the red box in
Fig. 3. During the connection establishment with the
relay, rather than establishing the connection again and
again for communication, symmetric key K1 generates
two symmetric keys, one forward and one backward.
K1,F encrypts all client communication to R1, and K1,B

encrypts all answers from R to A (shown in the green
box in Fig. 3).

4) Once this one-hop circuit has been created, the client A
randomly chooses another relay R2 with the help of a
trusted directory server. The client A sends the address
of the router R2 to the router R1, along with its half of
the Diffie-Hellman-Merkle protocol [5] (discussed in next
section) using K1,F . Then, R1 performs a TLS (Transport
Layer Security) handshake and circuit creation with R2

as relay R1 performed with client A. R1 uses R2’s public
key, which replies with his half of the handshake and a
hash of K2. Finally, R1 forwards this to the client A
under R1,B

5) Next, the client generates K2,F and K2,B from K2, and
repeats the process for R3 [6] as shown in Figure 3.

6) In communication among Middle relay relays, there is
no need for a separate key generation as the middle relay
relays forward the packets till they reach the exit relay.
Since the TLS/IP connections are still active, the data that
is sent back might make its way to the original sender.

7) The final relay, referred to as exit relay, sends the packet
to the destination depending on whether the connection
is encrypted or not. If the connection to the server is
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encrypted, the exit relay will not be able to read the data
in plaintext. A potential intruder would have to break
through TLS encryption at each of four points: the client
A, the entrance relay, the middle relay, and the exit relay.
Because of this, analysing network data and launching
cryptographic attacks is very challenging.

The Secure Sockets (SOCKS) interface provided by the
Tor client software multiplexes TCP traffic across Tor after
the whole circuit has been established ([7]). Since each relay
only sees one hop in the circuit, it should be impossible
for an eavesdropper or a compromised relay to determine
the origin, destination, or data being sent via the connection.
Tor’s circuit route is randomised every 10 minutes, greatly
concealing users’ online movements ([3]).

Because of its focus on privacy and security, the Tor
Browser Bundle (TBB) is the version of Mozilla Firefox pre-
ferred by users of the Tor network. TBB’s HTTPS Everywhere
plugin, which uses regular expressions to convert HTTP web
requests into HTTPS whenever practical, and its unique han-
dling of client-side scripting like Javascript are two examples
of this. As a result, HTTP conversations will be encrypted
if the webserver supports SSL or TLS connections. In this
situation, the TBB will initiate a TLS handshake with the
web server, but the conversation will take place inside the Tor
network. In the next section, the authors discuss the encryption
behind Tor that prevents adversaries from compromising the
system.

III. MESSAGE ENCRYPTION

Privacy both inside and outside of the Tor network requires
the use of encryption. Within the network, communication
between relays takes place using the Transport Layer Security
(TLS) protocol [8]. A symmetric cipher and encryption key
are mutually agreed upon after the client conducts a hand-
shake with each relay during the circuit’s building phase. The
most common way is to set up a symmetric encryption key.
The symmetric key exchange occurs through Diffie-Hellman-
Merkle (DH) protocol, as described in the previous section.
The By creating a fresh session key with each handshake,
DH guarantees forward secrecy. Defending against attacks that
may decode previously encrypted traffic even if the relay was
compromised requires not storing the secret DH keys.

A. Symmetric Encryption (AES/DES/RC4)

Following a successful TLS handshake and DH key ex-
change, the communicating parties may encrypt their data
using a symmetric key and the session key that was just
produced. The most popular symmetric-key algorithms are
Data Encryption Standard, Advanced Encryption Standard,
and RC4.

AES and DES are block ciphers, whereas RC4 is a stream
cipher. While brute-force assaults were successful in cracking
DES in 1998, the much more secure Advanced Encryption
Standard (AES) cipher has subsequently rendered triple DES
(3DES) obsolete. Despite this, 3DES is still frequently used on
the web, especially in older versions of Microsoft’s products
[9–11]. Since it was designed to be implemented quickly in

software, RC4 ciphers are both easy to use and quick. These
days, protocols like Transport Layer Security (TLS) and Wired
Equivalent Privacy (WEP) employ it more than any other
software stream cipher.

Apart from symmetric encryption, some of the current Tor
relays use an asymmetric protocol such as Rivest-Shamir-
Adleman Algorithm (RSA) protocol or Elliptic-curve Cryp-
tography (ECC) protocol described as follows:

B. Rivest-Shamir-Adleman Algorithm (RSA)

Background: Rivest-Shamir-Adleman In the field of public-
key cryptography, one may encounter the RSA Algorithm. The
fact that the product of two big primes cannot be factored
provides the basis for its security. RSA, like other public-key
algorithms, requires both a public and private key in order to
function. The public key is disseminated to the public and is
used in cryptography and the validation of digital signatures.
Decryption and digital signature creation are both tasks that
need the private key. Therefore, only the owner of the private
key may decode communications sent to them and digitally
sign messages sent from them.

Analysis: However, RSA authentication and privacy are
one-way and RSA procedures are computationally costly. To
engage in secure, mutually authenticated two-way communi-
cation, each participant must possess an RSA key. A scenario
like this is very improbable and usually impossible to realise.
Thus, TLS employs RSA together with other, more efficient
symmetric-key methods.

Application: The Tor network’s key exchange mechanism is
TLS. In this protocol, the receiver signs his reply to the sender
with his private RSA key and then sends back a dynamically
created (temporary) DH key to the sender. Once the sender
verifies the digital signature, the recipient may be certain that
they are receiving a genuine message. Consequently, the client
may validate the trustworthiness of responses received from
Tor relays in the circuit or the final web server.

C. Elliptic-curve Cryptography (ECC)

Background: One alternative to RSA for public-key cryp-
tography is elliptic curve cryptography (ECC). The ECC
algorithm is based on the fact that it is impossible to determine
the discrete logarithm of an element of a random elliptical
curve with respect to a publicly known base point, in contrast
to the RSA algorithm. The issue may be categorised as a
discrete logarithm on an elliptic curve (ECDLP).

Analysis: ECC’s introduction of a smaller key size is a
major advantage. According to the most up-to-date NIST
guidelines, the security provided by ECC with a critical size
of 160 bits is on par with that provided by RSA and Diffie-
Hellman with a critical size of 1024 bits. Also, RSA/2048
DH’s bits is equivalent to ECC’s 224 bits. It’s important to
remember that ECC keys grow at a far more leisurely pace than
RSA/DH keys do. ECC provides a higher level of protection
for a given key size than RSA. [12].

Application: Presently, Tor is switching from a TLS imple-
mentation based on RSA to one based on elliptic curves. The
existing relays support TLS authentication through RSA and
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elliptic curve public keys. Using ECC instead is expected to
lessen the burden on computers and give more reliable safety.

IV. ATTACKS AGAINST TOR NETWORKS

Tor’s online privacy and anonymity objectives are vulner-
able to assault from a number of directions. The writers
here describe the many threats to the Tor network and the
countermeasures that may be taken. Figure 4 provides a
catalogue of these assaults.

A. Social Engineering Attack

Threat: When it comes to deanonymization, human error
is a major issue. However, if a user’s identity and location are
exposed online, the anonymity and security that Tor provides
against traffic analysis becomes ineffective. Users’ digital
footprints may be exploited to deanonymize them and expose
their actions.

Defense Strategy: Although the Tor Project advises against
it, proxies, VPNs, and Tor cannot protect you from having
to enter your name or other identifying information into a
website’s form.

B. Malware Attack

Threat: Prior to sending their traffic via Tor, Tor users’
anonymity and privacy may be compromised by spyware,
backdoors, and other malicious software. Imagine an attacker
has the ability to covertly install or run the virus on the user’s
PC by using Tor. This might lead to the user’s IP address being
exposed or their machine being compromised.

Defense Strategy: On several fronts, Tor is able to counter
this danger. To begin, the pre-installed NoScript plugin in the
Tor Browser Bundle will only load scripts from trusted sites.
For another, the TBB is always on the most recent version of
Firefox and is accompanied by the developers’ own security
upgrades. Tor provides users with the Tails operating system
as a last option. Tails uses Debian GNU/Linux as its basis,
reroutes all network traffic over the anonymity network Tor by
default, and boots from a rewritable RAM drive. The constant
updates to Tor, Firefox, and Tails make it incredibly difficult
for enemies to conduct widespread, successful assaults.

C. Predecessor Attack

Threat: The first-hop relay has the user’s IP address and
may reveal their true identity. However, if an attacker controls
the first relay in the circuit, they will know the user’s IP
address and might potentially identify the user’s destination
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outside of Tor. An adversary might use this information to
track users or prevent them from accessing the Tor network.

Defense Strategy: Tor tries to prevent this using entry
guards. Guard relays are identified by directory servers as
having superior speed and reliability. Tor client randomly
selects guards from the pool and then uses only those guard-
selected relays as the first node in each given circuit [4]. The
goal of this selection is to shield users against the ”prede-
cessor attack,” in which an adversary may achieve end-to-end
correlation and deanonymize a user if compromised relays are
selected for the first phase of the assault. A forerunner to the
current circuit [13]. This strategy makes it more difficult for
an attacker to connect relays to the Tor network and quickly
begin monitoring users, since relays are originally simply the
middle hop.

D. Timing Attacks

Threat: Tor does not reorder or delay packets inside the
network deliberately to accomplish its low-latency goal [3].
Imagine that a malicious actor has control over the Tor circuit’s
first hop as well as its final hop. If that’s the case, the attacker
could be able to launch timing assaults. The attacker would
monitor traffic leaving the exit relay by listening for packets
sent from a certain IP address. After collecting enough data,
they could draw a plausible conclusion about the relationship
between incoming and exiting traffic. If the user’s connection
to the web server is not secured, this might expose their online
activity and deanonymize them.

Defense Strategy: When Tor was launched, it was vulner-
able to a timing attack, but as the network grew in size and

popularity, the chances of a successful traffic analysis assault
became more remote. [4].

E. Wiretapping Attack

Threat: Due to their scarcity and the fact that they are
required for the last hop of the circuit, exit relays are highly
prized on the Tor network. If an opponent were to take control
of an exit relay, they would be able to see every communica-
tion exiting Tor. Even if the communication is encrypted, the
exit relay may be able to read the DNS search and the HTTP
headers. Without encryption, it would be possible for anybody
to monitor all communications.

Defense Strategy: Encryption is Tor’s main defence against
this. HTTPS Everywhere, included in the Tor Browser Bundle,
gives preference to HTTPS connections when interacting with
web servers. Tor is unable to enforce this extra layer of
encryption, but it does regularly update its directory servers.

F. Cryptographic Attacks

Attack: Modern cryptography is the foundation of Tor’s
safety. Tor communication may be decrypted if an attacker
compromised a widely used method, such as AES.

Defense Strategy: None of the known attacks are com-
putationally possible with the available resources, despite the
fact that they are quicker than a brute-force attack on AES.
If the parameters (a finite cyclic group G and a generating
element g in G) are selected correctly, then the Diffie-Hellman-
Merkle key exchange is safe. Assuming they are, the best
publicly available method for breaking DH would be to solve
the discrete logarithm issue, for which there is currently
no effective technique. To understand RSA, you must first
understand the challenge of factoring the product of two huge
prime integers. For integers, there is presently no known public
method that factors in polynomial time. These cryptographic
methods have a good reputation for safety.

V. PERFORMANCE BASED LOCATION DISCLOSURE
ATTACK

In this article, the authors present a unique remote-mounted
attack that may reveal the identity of an anonymous server and
anonymizing proxies. To break a user’s anonymity, the authors
deploy an adversary who can cause ”traffic oscillations” in a
certain channel and then ”trickle” towards the user, as shown
in Fig. 5. The authors consider five servers deployed across the
globe in Germany, Hong Kong, China, Netherlands, USA. The
authors introduce our tor relay (shown in black, deployed in
India) to access the packets going through it. The compromised
tor relay acts primarily as the middle relay. So it does not have
any information on the information transmitted from tor client
to the server. Our tor relay employs a single-end device that
can monitor the total download time using LinkWidth [14].
The authors observed bandwidth and time taken to download
the files from the server for three months, from June 2021
to August 2021, using Tor metrics available on Tor Project
[15]. The authors analyzed our attack for three file sizes
(50 KB, 1 MB, and 5 MB) from a server. Download times
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include complete downloads of the shown file size and partial
downloads of larger file sizes. The graph in Fig. 6 shows the
range of measurements from the first to the third quartile and
highlights the median.

The authors used 80% of the data for training a random
forest classifier and 20% for exploratory analysis. As a meta-
estimator, a random forest averages the results of many
decision tree classifiers applied to different subsamples of
the dataset in order to boost prediction accuracy and limit
over-fitting. At the same time, 20% of the data was used to
validate the classifier. The program was written in Python. The
experimentation was run on MacBook Air (16 Gb, Mac OS
M1 Processor).

To validate our attack, authors performed a series of experi-
ments using different network conditions. The authors plot the
Confusion Matrix to predict the server’s location to the actual
server location in Fig. 6. The exact server location was made
available by Tor Project at [15]. Figure 6 (a) compares the
predicted server location to the actual server location when
the download file size is 50 KB. It can be observed from
the figure that more than 80% sites were correctly identified,
whereas 20% wrong predictions belonged to geographically
closer areas, such as Germany and Netherlands or China and
Hong Kong. At the same time, all requests from US servers
were correctly classified. Figures 6 (b) and 6 (c) compare the
predicted server location to the actual server location when
the download file size is 1 MB and 5 MB, respectively. In
comparison to Fig. 6(a), the prediction accuracy in Fig. 6(b)
and Fig 6 (c) drops. Still, our model performs reasonably well,
achieving an accuracy of 77% and 73%. Among Figures 6
(a), (b), and (c), the authors also observe that as the file size

increases, it is much harder to identify the location of the
server that is communicating the files. This is primarily due to
the Tor network’s ability to change the circuits with increased
time duration.

Our method of attack may be used against Onion Routing-
based anonymity systems that prioritise low latency. Onion
routing anonymizing technologies like Tor are exemplary.

VI. FUTURE WORK

Tor allows communication over the Internet that enables on-
line anonymity. Tor transmits internet traffic via a network of
thousands of relays. Tor, at its heart, only provides anonymity
at the network level. It will not assist in situations of identity
revelation caused by computer programs. ”For instance, when
a user connects to Gmail, the computer or device they are
using remembers their identity, so they do not have to log in
again in the future.” This will be stored on Tor, minimizing
privacy. Second, surfing using Tor may be quite sluggish,
so it is doubtful that many people would choose to switch
to it. To reach their destinations, data packets traverse a
roundabout path via Tor, bouncing between the machines of
many volunteers. Since these technologies may be exploited
to identify the machine being used, Tor removes most of the
display and customization material of websites, making them
seem like they were created decades ago. Therefore, there
are several areas in which the Tor-based network demands
improvement and innovation.
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VIII. CONCLUSION

Tor routes its traffic through a network of randomized relays
worldwide to protect end-user privacy and anonymity. All
data is encrypted using the session keys of each relay and
decoded in an onion structure before being sent. So even
a single compromised relay cannot correlate end-users with
their activities. Compared to proxies or VPNs, Tor is much
more resistant to adversaries because of this. It is one of the
most trusted and commonly used defence mechanisms against
network monitoring, data mining, and censorship.
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