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Abstract—In recent years, the rapid development of wire-
less communication-based technologies has been particularly
prominent in the context of Unmanned Aerial Vehicle (UAV)
applications. However, despite significant progress, the realization
of the full potential of UAV-based applications is hindered by
inherent security vulnerabilities, including the susceptibility of
communication between drones and base stations to intrusion.
This research addresses critical research gaps by proposing a
novel authentication method that leverages Shamir’s secret shar-
ing. Unlike existing authentication protocols, which often rely on
Physically Unclonable Functions (PUFs) that assume resistance
to noise and theoretical ideals, our approach acknowledges the
potential errors in PUF responses. This accommodation allows
for the successful authentication of legitimate UAVs, even in the
presence of external environmental factors introducing noise in
PUFs. To evaluate the effectiveness of our proposed method,
extensive simulations were conducted using NodeMCU and Rasp-
berry Pi devices. We show that our approach outclasses other
existing methods across multiple dimensions with communication
cost of mere 450µs on NodeMCU. Additionally, it incurs lower
communication costs (1600 bits) and storage costs (352 bits),
showcasing superior efficiency. Moreover, it maintains robust
security and scalability while consuming reasonable energy levels,
making it a comprehensive solution for UAV-based applications.

Index Terms—UAVs, Authentication, Fault tolerance, Protocol
performance.

I. INTRODUCTION

In recent years, the widespread adoption of Unmanned
Aerial Vehicles (UAVs) has revolutionized wireless commu-
nication systems, creating a significant impact in the field.
However, their deployment in open and unpredictable settings
exposes them to potential threats from both human interference
and environmental factors [1, 2]. To ensure secure and reliable
communication between UAVs and the base station, it is
crucial to establish a robust and protected communication
channel [3, 4].

Figure 1 illustrates the system model that encompasses the
UAVs, base stations, and potential adversaries. Human interfer-
ence encompasses deliberate actions by adversaries to disrupt
the communication between the transmitter and the receiver.
Examples of such interference include data blocking, eaves-
dropping, and device capture, all of which can compromise
the security of UAV communications. Therefore, it becomes
essential to establish a secure channel to prevent unauthorized
access, data corruption, and malicious interference [4].

The realm of UAVs is undergoing transformative advance-
ments, but with this progress comes the heightened necessity

Gaurang Bansal and Biplab Sikdar are with the Department of Electrical and
Computer Engineering, National University of Singapore, Singapore 119077,
Singapore (email: e0622339@u.nus.edu, bsikdar@u.nus.edu)

Fig. 1. Isometric view of system model where ground stations, seamlessly
communicate with a fleet of UAVs. Trusted drones, marked in green, transmit
secure data, while black UAV, symbolizing malicious entities, trigger alerts.

for robust security measures. A paramount concern in this do-
main is the consistent and reliable authentication of these de-
vices, ensuring that they are safeguarded against unauthorized
access and potential operational breaches [5]. UAVs, by their
very nature, are in constant motion, traversing diverse terrains
and environments. This dynamism leads to frequent shifts in
several operational parameters such as communication statuses
and connectivity to base stations. As they navigate through
different regions, changes in their operational state become
inevitable. Thus, regular and meticulous device verification
becomes indispensable to ensure that UAVs remain shielded
from any malicious interference or tampering [6].

Over the years, the research community has proposed a
multitude of authentication mechanisms tailored to address
the unique challenges posed by UAVs. Each method brings
its own set of prerequisites and trust foundations. Among the
myriad of solutions, Physically Unclonable Functions (PUFs)
based approaches have emerged as particularly promising
[7]. The strength of PUFs lies in their ability to harness
the innate randomness that surfaces during the fabrication
of silicon devices. This inherent characteristic ensures that
each PUF is distinct, making them a formidable challenge
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for adversaries to replicate. However, the very strength of
PUFs—their sensitivity to environmental conditions—can also
be a vulnerability. External factors can induce variations in
PUF responses, making it crucial to craft protocols capable of
differentiating genuine environmental variances from potential
adversarial modifications. The evolving landscape of UAV
operations and the challenges therein highlight the pressing
need for authentication solutions that are both resilient and
adaptive.

The novelty of our approach lies in its efficiency and
fault tolerance. Initiating the authentication process, the base
station transmits a set of challenges to the UAV, which then
employs its PUF to generate corresponding responses. Instead
of the traditional pairwise comparisons, our protocol employs
Shamir’s secret sharing algorithm [8]. This algorithm mandates
each UAV to produce at least t accurate responses out of the
total k challenges presented by the base station. By sidestep-
ping the need for pairwise comparisons, our method drastically
reduces the computational complexity, thereby ensuring a high
degree of fault tolerance and setting a new benchmark in UAV
authentication processes for the UAV community.

The main contributions of this paper are as follows:

• Fault-Tolerant Authentication Mechanism: The paper
introduces a novel authentication method tailored for
UAVs, leveraging PUF-based challenge-response pairs.
This mechanism not only capitalizes on the inherent
randomness of PUFs but also incorporates measures to
discern genuine environmental variations from adversarial
manipulations, ensuring secure UAV communications.

• Efficiency through Shamir’s Secret Sharing: By em-
ploying Shamir’s secret sharing algorithm in the au-
thentication protocol, the paper presents an efficient ap-
proach that mandates each UAV to produce a minimum
number of accurate responses. This eliminates the need
for exhaustive pairwise comparisons, thereby reducing
computational complexity from O(k2) to approximately
O(k) operations.

• Setting a New Benchmark for UAV Community: The
paper offers a robust and efficient authentication protocol.
This sets a new benchmark in UAV authentication pro-
cesses, ensuring a higher degree of fault tolerance and
security in the evolving UAV landscape.

The structure of this paper unfolds as follows. In Section
II, we delve into existing UAV authentication methods, un-
derscoring their constraints and laying the groundwork for
our novel proposal. Section III introduces the concept of
PUFs, elucidating their significance in UAV authentication.
The intricacies of our innovative fault-tolerant authentication
approach, encompassing the threshold-based verification pro-
cedure, are unveiled in Section IV. A comprehensive security
examination of the introduced protocol, employing both Mao-
Boyd logic and cryptanalysis methodologies, is presented in
Section V. Section VI presents the efficacy of our approach
against prevailing methods. Finally, Section VII presents the
conclusions of the paper.

II. RELATED WORK

UAVs exhibit specific characteristics that set them apart
from other distributed network systems. These characteristics
include their distinct topology, mobility, etc. These factors
contribute to the unique nature of UAVs in the context of
network systems. As a result, conventional security measures
designed for distributed networks do not yield comparable
outcomes when applied to UAVs [9, 10]. Consequently, the
widespread adoption of UAVs has been hindered by various
security concerns [11, 12]. In response to these challenges,
considerable research efforts have been dedicated to imple-
menting lightweight security provisions specifically tailored
for UAVs [13–15].

Hooper et al. [16] was the first work highlighting the
security vulnerabilities in UAV communication. The work gave
an idea of a lightweight authentication framework, but the
conceptualization was theoretical and weak. Also, there was no
formal verification. This framework was further extended by
Blazy et al. in [17]. It presented the first formal authentication
protocol with formal proofs. The protocol in [17] has a
disadvantage: the adversarial model is quite weak. The authors
did not consider multiple scenarios such as replay attacks,
physical attacks, etc. In their study [18], the authors propose
the utilization of a secure channel incorporating a collection
of random numbers to facilitate continuous authentication.
Specifically, in the context of the protocol execution, the base
station employs this array as a challenge to authenticate the
UAVs. The approach recommended in [18] emphasizes the
use of a secure channel and random number arrays to ensure
ongoing and robust authentication throughout the protocol.

The authors of [19] introduced a pioneering distributed key
authentication system for wireless mesh networks, which in-
corporated the use of a Certificate Authority (CA). Their study
made a significant contribution to authentication mechanisms
among entities within these networks. In [19], encryption
operations were employed to generate public and private keys
for all participating entities based on a unique identifier.
The CA played a crucial role in generating new keys for
authentication, updating the unique identifier during each ver-
ification cycle. However, this approach had drawbacks related
to its reliance on centralized trusted parties and the compu-
tational demands it imposed. To address the issue of high
computational overhead, subsequent works such as [20] and
[21] introduced authentication techniques based on bilinear
pairing and elliptic curve cryptography, respectively. Although
these approaches mitigated the computational burden, they
did not provide resilience against physical attacks or ensure
security in the event of device failures. Furthermore, UAV-
UAV authentication was not addressed in these works.

The aforementioned limitations were addressed in the work
by Alladi et al. [22], which provided physical security and
demonstrated remarkable computational efficiency. However,
this solution lacked scalability. In separate studies, works
such as [23] and [24] addressed scalability concerns using
different techniques. Regrettably, none of these works offered
resilience to faults, which are commonly encountered in UAV
networks. A summary of the existing literature is presented in
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Works Author Contributions Scheme Limitation
[16] Hooper et al. Highlighted the security vulnerabilities in UAV scenario. HMAC No formal protocol to support UAV authentication.
[17] Blazy et al. One of the initial authentication protocols with formal security analysis. Encryption, HMAC The adversarial model was robust but not complete. Replay attacks and physical attacks were not addressed.
[18] Yoon et al. Proposed additional encrypted communication channel hijacking network channel. AES, SSL/TLS Requires separate dedicated hardware.
[19] He et al. Distributed key authentication system that used a Certificate Authority (CA) for UAV. Distributed Key Auth Dependency on centralized trusted parties and the requirement of high computational computing.
[20] Wazid et al. Lightweight authentication technique based on bilinear pairing. bilinear pairing No physical security or fault-tolerance.
[21] Jangirala et al. Rapid authentication technique based on Elliptic curve cryptography (ECC). ECC No physical security, no fault tolerance, no support for peer-to-peer authentication.
[22] T. Alladi et al. UAV-GS authentication scheme is extended further to support UAV-UAV authentication. PUF,ECC Supports one-one authentication alone.
[23] G. Bansal et al. Scalable UAV authentication protocol using PUFs (resistant to physical attacks). PUF, Public Key Infrastructure (PKI) Does not support fault tolerance.
[24] G. Bansal et al. Lightweight, scalable and location centric based UAV authentication protocol. PKI, PUF, AES Does not support fault tolerance.

TABLE I
SUMMARY OF RELATED WORKS

Table I, providing an overview of the key characteristics and
limitations of each study.

Thus, we propose a fault-tolerant authentication mechanism
to address the challenges of fault tolerance and accommodate
variations in PUFs caused by environmental factors. Our
approach is based on Shamir’s secret sharing scheme [8],
which ensures both fault tolerance and robust security. In our
protocol, the original secret is divided into multiple shares and
distributed among shareholders. The secret key can be recon-
structed when a specified threshold of shares is present. How-
ever, if the number of available shares is below the threshold,
reconstructing the secret becomes computationally infeasible.
In our authentication protocol, we adopt a different approach
by selectively verifying a subset of PUF responses based on a
predefined threshold, rather than validating all responses. This
selective verification process improves the efficiency of the
authentication process while maintaining the required level of
security. This selective verification effectively mitigates the
impact of environmental variations on PUFs. Additionally,
we demonstrate that our proposed approach offers strong
mathematical security guarantees and achieves completeness.
By incorporating Shamir’s secret sharing scheme, our protocol
provides not only fault tolerance but also enhances the overall
security of the authentication process.

III. BACKGROUND KNOWLEDGE

A. Physically Unclonable Functions

PUFs are increasingly being used to secure IoT devices,
data, and services as a hardware root of trust [25]. An
integrated circuit’s manufacturing process variations may be
utilized directly as a source of randomization to create device-
unique cryptographic keys to enable secure applications. The
outputs (or responses) of a high-quality PUF are consistent and
random. The implementation, behavior, and post-processing or
key extraction of a PUF influence its dependability. PUFs are
naturally unclonable and provide a one-of-a-kind response to
each challenge. For example, the challenge in SRAM PUF
might be an array of memory locations, with the answer or
output being produced by concatenating the memory values of
SRAM cells. This pattern may be used to generate a hardware-
based device-specific answer [26].

PUFs are not always deterministic and ideal, even though
this assumption is made in most current literature. Instead,
real-life PUFs follow a probabilistic behavior. For example,
analytically, each SRAM cell has two stable states, one rep-
resenting a 1 and the other as 0. The resulting state when a
cell is turned on is unknown, and the random sub-microscopic
variations between the cell’s transistors give each cell a
preference to come up as a 0 or a 1. During SRAM power

cycles, some closely balanced cells might become unstable
and create inverted bit values (cell flipping) on the original
pattern of zeros and ones.

Thus, every time the device is turned on, there might be
a slightly different response for a given challenge. However,
most of the bit-values in a PUF’s output will be consistently
generated based on the original silicon fingerprint and will
be unique to the integrated circuit chip. The PUF noise is
defined as the number of inverted bits divided by the number
of bits in the pattern. Local temperature changes, supply
voltage variations, and aging are the significant causes of
cell flipping. As a result, the reliability of PUFs is an open
research area that attracts considerable community attention.
The effect of environmental and operating conditions on the
PUF’s operation is not limited to SRAM PUFs and can be
seen in all types of PUFs [27, 28].

The details regarding the challenge-response correspon-
dence of PUFs are mentioned below:

1) A response Ri (to a challenge Ci) is expected to provide
no information about another response Rj (to a separate
challenge Cj).

2) Without the right PUF on hand, it is impossible to develop
the right response.

3) PUFs are considered to be tamper-proof. If an intruder
tries to examine the PUF to learn more about its con-
struction physically, the PUF will be destroyed.

4) A strong PUF has many challenge-response pairings
(Ci, Ri). A PUF contains so many CRPs that an attack
based on meticulously measuring the CRPs over a short
period has little probability of succeeding.

5) Local temperature changes, local supply voltage varia-
tions, and aging can affect PUF responses.

B. Shamir’s Secret Sharing
Shamir’s Secret Sharing is a cryptographic technique de-

veloped by Adi Shamir in 1979 [8]. It is widely used for
securing sensitive data by dividing it into multiple shares, such
that a predefined number of shares are required to reconstruct
the original secret. This approach offers a robust mechanism
for distributing trust among multiple entities, preventing any
single point of failure. In the context of our authentication
protocol, we utilize Shamir’s Secret Sharing to distribute
the responsibility of generating and verifying authentication
responses among multiple UAVs. This not only enhances
fault tolerance but also reduces computational complexity
by eliminating the need for pairwise comparisons among all
responses.

C. Adversary Model
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The adversary model as described in [29, 30] is highlighted
below:

• The adversary cannot collect any information during the
enrollment phase because this phase takes place in a
protected environment.

• The adversary can access the interface of the device and
the unprotected communication channel between the two
entities of our system.

• We presume that an attacker has complete control over
the whole network at all times (Dolev-Yao model) [31].
An attacker can access the receiver’s and sender’s unen-
crypted communication. Depending on the situation, an
attacker may impersonate a legal UAV or interfere with
the current communication exchanges.

• In addition to man-in-the-middle attacks, manipulation
with communications is possible. An attacker may inter-
cept, change, or replay communications while they are
sent over the network.

• PUFs are thought to be tamper-proof.
• In the authentication step, the adversary has access to

the device’s database. It is also possible for an attacker
to seize a UAV, interrupt any transmission, and decode
confidential information using brute force.

D. Notations

Table II contains the notations to used in the protocol.

IV. PROPOSED PROTOCOL

In this section, we will describe the working of our proposed
protocol. The protocol is divided into two phases:

1) Enrollment Phase,
2) Authentication Phase.

A. Enrollment Phase

The step-by-step procedure of the enrollment phase (shown
in Figure 2) is described as follows:

• In our system, the base station is responsible for gen-
erating a unique device identifier, denoted as id, for
each UAV. This identifier is then securely stored in the
UAV’s one-time programmable (OTP) memory. The OTP
memory is a non-volatile type of memory, meaning that
it retains the stored information even when the power
supply is disconnected or stopped. This ensures that the
device identifier remains intact and accessible even in
the event of power loss or system shutdown. By utilizing
OTP memory, we guarantee the persistent storage of the
UAV’s unique identifier, enabling reliable identification
and authentication processes.

• The base station generates a Galois field polynomial with
degree t. Here, t is the number of correct challenge-
response pairs that must be generated by a device to
verify its authenticity. If t is small, UAVs can be au-
thenticated even if there are significant variations in the
PUF’s output, but it increases the chances of masquerade
attacks. Thus, the network administrator decides the value

Symbol Description
id Unique device identifier for each UAV
t Degree of the Galois field polynomial

and the number of correct challenge-
response pairs

f(x) Galois field polynomial
GF (2q) Galois Field

S Secret value
ai Elements belonging to the Galois Field

GF (2q)
q A constant selected by the network

administrator
k Number of random challenges
Ci Challenges provided to the UAV
R′

i Responses generated by the UAV’s
PUF

L Set of computed values by the base
station from responses

H(S) Hashed form of the secret value S
NA, NB , NC Nonces used in the authentication pro-

cess
C Challenge set

R, R′, R′′ Different sets of responses in the au-
thentication mechanism

S∗ Evaluated secret value
MAC Message authentication code
PAD Padding function
Sk Session key
L′ Updated set of computed values by the

base station from new responses
S′ Updated secret value
Q Value generated using XOR operation

between NB and H(S)
C′ New challenge set generated by the

UAV
P Message created by the UAV
J Another message created by the UAV
ϕ Represents an empty set

TABLE II
NOTATION TABLE

of t depending on how the system needs to be configured.
The polynomial is given by:

f(x) = S + a1x+ · · ·+ at−1x
t−1.

In our authentication mechanism, we consider elements
ai belonging to the Galois Field GF (2q), where i ranges
from 1 to t−1. The value of q is a constant selected by the
network administrator. The secret value S is included as
the constant term in this set of elements. Upon generating
S, the base station securely stores it in its memory.
During the authentication phase, devices must accurately
determine the value of S to successfully authenticate
themselves. By correctly identifying and providing the
value of S, devices demonstrate their legitimacy within
the system. This authentication process relies on the
manipulation and verification of the defined elements ai
within the Galois Field, with S serving as the essential
secret component for authentication.

• During the enrollment phase, the base station generates
a set of k random challenges denoted as C1, C2, · · · , Ck

for each UAV. These challenges are specifically designed
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Enrollment phase
UAV Base station

Generate device id

id ⇐= PRNG

Send id

Store id {S, a1, · · · , at} ⇐= Using Galois field

f(x) = S + a1 · x+ · · ·+ at · xt

{C0, C1, · · · , Ck} ⇐= PRNG (k ≥ t+ 1)

Send {C0, C1, · · · , Ck}

R′
j ⇐= PUF(Cj)

where j = {1, 2, · · · , k}

Send {R′
1, R

′
2, · · · , R′

k}

L ⇐= ϕ

Evaluate f(R′
i),where i = {1, 2, · · · , k}

L = L ∪ f(R′
i)

Store: id, {C0, C1, · · · , Ck}, L, H(S)

Fig. 2. Enrollment phase.

to evaluate the PUF present in the UAV’s device. The
challenges are then provided to the UAV. Using its
PUF, the UAV generates a set of k responses, denoted
as R = R′

1, R
′
2, · · · , R′

k, corresponding to the given
challenges. These responses are generated by the UAV’s
PUF as a unique output for each challenge. The responses
serve as the UAV’s individualized and device-specific
authentication information.

• Each challenge given to a UAV is associated with a single
response. The response generated by the UAV’s PUF is
unique to that device. Even if two devices are presented
with the same challenge, their responses will differ due
to the inherent randomness introduced during the chip
fabrication process.

• Upon receiving all the responses from a UAV, the base
station performs a calculation on the set of responses.
Specifically, it computes f(R′

i) for each response R′
i

where i ranges from 1 to k. The resulting values are then
stored as the response set L = {f(R′

i)|i = 1, 2, · · · , k}.
The base station is considered to be secure entity.

B. Authentication Phase

In the authentication process, as illustrated in Figure 3, the
verification of the UAV is based on the base station’s ability to
reconstruct the secret using the responses obtained from the
UAV’s PUF. This reconstruction process is transformed into
a key threshold problem. In the protocol using the Shamir
scheme, a threshold value t is set, and k is the total responses
obtained from the UAV’s PUF. The rationale behind this
threshold is that if the base station possesses knowledge of
any t correct responses, it can successfully authenticate the
UAV. On the other hand, if fewer than t responses are correct,

the secret remains indeterminate or provides no information
about the actual secret. This scheme is commonly known as
the Shamir (t, k) scheme.

The authentication process (shown as a flowchart in Figure
4) is carried out as follows:

• The authentication process is initiated by the UAV, which
sends its device identifier (id) and a nonce (NA) to the
base station. The nonce is a 128-bit random number sent
to ensure the freshness of the message. The base station
checks if the UAV’s id is present in its database or not.
If it is present, the authentication process proceeds as
follows.

• The base station extracts a challenge set C and H(S)
stored in memory. It generates a random nonce NB using
a pseudorandom generator function. Finally, it generates
Q by using XOR operation between NB and H(S) as:

Q = NB ⊕H(S).

• The base station sends the challenge set C, Q and L,
along with the message authentication code (MAC) of
aggregated message concatenation of C, H(S), L and
NB , to the UAV.

• The UAV utilizes its PUF to generate k responses,
denoted as R′

1, R
′
2, · · · , R′

k, in response to the challenges
provided by the base station. However, it is important to
note that due to environmental changes, the responses
generated by the PUF during the authentication phase
may differ from the original responses generated during
the enrollment phase. Therefore, to account for these
variations, we denote the responses generated by the PUF
in the authentication phase as R instead of R′ used in the
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Device Authentication Phase
UAV Base Station
NA ⇐= PRNG

Send id, NA

{C0, C1, · · · , Ck}, H(S), L ⇐= Extract from memory
NB ⇐= PRNG
Q ⇐= NB ⊕H(S)

Send {C0, C1, · · · , Ck}, Q, L

MAC({C0, C1, · · · , Ck}, H(S), NB , L)

{R0, R1, · · · , Rk} ⇐= PUF({C0, C1, · · · , Ck})
Evaluate S∗ using Shamir method

S∗ =

t+1∑
i=1

Li

t+1∏
j=1,j ̸=i

Rj −X

Rj −Ri

If H(S∗) = H(S)

NB ⇐= Q⊕H(S∗)

Verify MAC({C0, C1, · · · , Ck}, H(S), NB , L)

NC ⇐= PRNG
P ⇐= NC ⊕H(S∗)

Generate new challenge set

C′ ⇐= {C′
0, C

′
1, · · · , C′

k}
{R′′

0 , R
′′
1 , · · · , R′′

k} ⇐= PUF({C′
0, C

′
1, · · · , C′

k})

J ⇐= {R′′
0 ||R′′

1 || · · · ||R′′
k} ⊕ PAD(H(S∗))

Sk ⇐= NC ⊕NB

Send {C′
0, C

′
1, · · · , C′

k}, J, P ,

MAC({R′′
0 , R

′′
1 , · · · , R′′

k}, H(S∗), NC)

{R′′
0 ||R′′

1 || · · · ||R′′
k} ⇐= J ⊕ PAD(H(S))

NC ⇐= P ⊕H(S)

Verify MAC({R′′
0 , R

′′
1 , · · · , R′′

k}, H(S∗), NC)

Sk ⇐= NC ⊕NB

L′ ⇐= ϕ

Evaluate f(R′′
i ),where i = {1, 2, · · · , k}

L′ = L′ ∪ f(R′′
i )

Evaluate S′ using Shamir method

S′ =

t+1∑
i=1

f(R′′
i )

t+1∏
j=1,j ̸=i

R′′
j −X

R′′
j −R′′

i

Remove: id, {C0, C1, · · · , Ck}, L, H(S)

Store: id, {C′
0, C

′
1, · · · , C′

k}, H(S′), L′

Fig. 3. Authentication phase.

enrollment phase. This distinction acknowledges that the
responses from the PUF during the authentication phase
may not necessarily match the original responses obtained
during enrollment.

• Then, the UAV generates S∗ using L and applies the
Shamir secret key generation algorithm as provided in
[8] as:

S∗ =

t+1∑
i=1

Li

t+1∏
j=1,j ̸=i

Rj −X

Rj −Ri
.

The threshold parameter, denoted as t, plays a crucial
role in our authentication mechanism. With a total of k
responses to be generated by the UAV, if the UAV can
produce t correct responses out of the k challenges, it
ensures the successful generation of the secret value S.
In other words, if the number of correct responses is less
than the threshold value t, it renders the secret completely
undetermined or reveals no information about the secret.
Thus, the threshold value t serves as a minimum require-
ment for the UAV to authenticate itself by generating the
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Generate
Session Key
and Protocol

Authentication
Complete

YES

NO

NOYES

BS creates
Challenge pairs

and send to
UAV

YES

BS checks If “ID” matches
its database and if nonce

is fresh

UAV is abale to
generate response

and verify MAC

Protocol
Terminates

UAV initiates
protocol

execution by
sending “ID”
and Nonce

YES NO

UAV generates
Session Key and
send new CRP

pairs to BS.

BS verify MAC for
messages received

from UAV

If atleast “t” correct
responses?

Fig. 4. Flowchart of protocol.

necessary number of correct responses.
• After evaluating H(S∗), the UAV extracts NB using Q

as:

NB ⇐= Q⊕H(S∗).

Then, the UAV verifies the MAC received from the base
station and MAC({C0, C1, · · · , Ck}, H(S∗), NB , L). If
the UAV can verify the MAC, it is assumed that the base
station is authentic. Else, the protocol is aborted.

• After successful verification of the base station by the
UAV, the UAV must prove its authenticity to the base
station. It generates a random nonce NC using PRNG
(Psedo Random Generator Function), a new challenge set
C ′, and a response set where:

NC ⇐= PRNG,

C ′ ⇐= {C ′
0, C

′
1, · · · , C ′

k},
{R′′

0 , R
′′
1 , · · · , R′′

k} ⇐= PUF({C ′
0, C

′
1, · · · , C ′

k}).

• The UAV creates two messages, P and J , to be trans-
mitted to the base station as:

P ⇐= NC ⊕H(S∗),

J ⇐= {R′′
0 ||R′′

1 || · · · ||R′′
k} ⊕ PAD(H(S∗))

where PAD is a function that adds padding bits to H(S∗)
for proper XOR operation.

• Finally, the UAV evaluates the session key as:

Sk ⇐= NC ⊕NB

and sends {C ′
0, C

′
1, · · · , C ′

k}, J , and P , along with in-
tegrity check, to the base station.

• On receiving the message with {C ′
0, C

′
1, · · · , C ′

k}, J , and
P from the UAV, the base station evaluates the response
set and NC using its stored shared secret key:

{R′′
0 ||R′′

1 || · · · ||R′′
k} ⇐= J ⊕ PAD(H(S)),

NC ⇐= P ⊕H(S).

If the base station is able to successfully verify
MAC({R′′

0 , R
′′
1 , · · · , R′′

k}, H(S∗), NC), the base station
is sure that the UAV has correctly evaluated the secret
H(S).

• The base station evaluates the session key as:

Sk ⇐= NC ⊕NB .

• Finally it updates its stored values by replacing L with L′,
S with S′ and {C0, C1, · · · , Ck} with {C ′

0, C
′
1, · · · , C ′

k}.
The evaluation of these variables is as follows:

L′ ⇐= ϕ,

Evaluate f(R′′
i ),where i = {1, 2, · · · , k},

L′ = L′ ∪ f(R′′
i ),
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S′ =

t+1∑
i=1

f(R′′
i )

t+1∏
j=1,j ̸=i

R′′
j −X

R′′
j −R′′

i

.

V. SECURITY ANALYSIS

This section presents a formal security proof and conven-
tional cryptanalysis to evaluate the proposed authentication
phase’s security. This approach is necessary since formal evi-
dence alone does not offer sufficient security or flexibility [4].
We use Mao Boyd logic [32] and conventional cryptanalysis
as stated by the authors in [33] to establish the protocol’s
security.

A. Formal proof

A comprehensive security analysis of our protocol is
presented in a formal manner by employing Mao-Boyd logic
[32] to model the communication within the protocol. The
notation for symbols utilized in Mao-Boyd logic follows the
conventions established in the original work [32].

Claim. The UAV knows that NB is a valid shared and secure
message between the UAV and the base station.

Proof. The proof has the inherent assumption that PUF is
secure and untameable. Any change in the PUF will result in a
response different from the initial response when a challenge
is given. Also, during the registration phase, communication
among the entities is secure and private. During the enrolment
phase, the UAV evaluates the responses from the PUF corre-
sponding to the challenges generated by the base station. The
base station does not store the response in plain text. Instead,
it saves them in the form of L, an aggregate set of f(R). Thus,
the secret H(S) generated after the enrolment phase is safe
and known only to the base station. Additionally, we presume
that the base station is trustworthy and cannot be hacked.

The base station stores the secret value S in its memory
during the registration phase as H(S). The UAV (denoted by
α) knows that it can regenerate the secret S, by using PUF
responses {R0, R1, · · · , Rk} for challenges {C0, C1, · · · , Ck}
given by the base station (denoted by β) using Shamir secret
key sharing as:

S∗ =

t+1∑
i=1

f(Ri)

t+1∏
j=1,j ̸=i

Rj −X

Rj −Ri
.

If the UAV generates more than t correct responses, then it
is guaranteed that S∗ will be same as S. Thus, the statement
“UAV knows that H(S) is a shared secret between UAV and
BS” can be expressed as:

α α
H(S)↔ β. (i)

From Fig. 3, we can observe that the UAV can extract the
correct value of nonce NB generated by the base station from
Q. The UAV can perform an XOR operation between Q and
H(S) as:

NB ⇐= Q⊕H(S).

Thus, Mao Boyd logic equivalent of “UAV obtaining NB using
H(S)” can be written as:

α
H(S)
◁ NB . (ii)

Using the authentication rule (ref. [32]) on (i) and (ii), we get
“the UAV knows the base station encrypted NB using the key
H(S)” as

α β
H(S)

| ∼ NB . (iii)

The base station generates a nonce NB , and thus, the statement
“base station super principle for the UAV with respect to NB”
can be formulated as:

α sup(β). (iv)

Foe each protocol execution, the nonce is generated randomly
using a pseudorandom number generator function. Thus, the
nonce NB generated by the base station is guaranteed to be
fresh. So, “UAV also knows the freshness of nonce”, which
can be formulated as:

α #(NB), (v)

The base station sends message Q to the UAV, and NB can
be extracted by performing an XOR operation as:

NB ⇐= Q⊕H(S).

Given that the secret H(S) is known to the base station and
the UAV, it is established that “Uj is aware that no one other
than BS knows NB ,” which can be represented as:

α βc◁ ∥ NB . (vi)

By applying the confidentiality rule using Equations (i), (iii),
and (vi), we can conclude that the UAV is convinced that no
one else except itself and the base station knows the secret
nonce NB :

α α, βc◁ ∥ NB . (vii)

Finally, the statement “UAV is convinced of the shared secret
NB between UAV and the base station” can be proved by
applying the good-key rule to (v), and (vii) as:

α α
NB↔ β. (viii)

Similarly, we can prove the secrecy of session key Sk and the
nonce generated by the UAV (NC). This completes the Mao
Boyd logic-based proof of secure communication between the
UAV and the base station.

B. Cryptanalysis

For the cryptanalysis in this paper, we use the set of security
criteria presented in [33] that eliminates redundancies and
ambiguities often seen in security procedures.

[C1] Resistance to masquerade and MITM attacks: The
proposed protocol offers resistance to MITM (Man-In-the-
Middle) and masquerade attacks. An adversary A is unable
to masquerade as a UAV due to the absence of the matching
PUF, and it is also unable to masquerade as BS due to the
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Scheme C1 C2 C3 C4 C5 C6 C7

[20] ✓ ✓ ✗ ✓ ✓ ✗ ✗
[34] ✓ ✓ ✗ ✓ ✓ ✗ ✗
[35] ✓ ✓ ✓ ✓ ✓ ✓ ✗
[36] ✓ ✓ ✗ ✓ ✓ ✗ ✗

Ours ✓ ✓ ✓ ✓ ✓ ✓ ✓
TABLE III

COMPARISON OF SECURITY FEATURES

absence of the matching secret value H(S) at the BS. As
a consequence, masquerade and MITM attacks are rendered
ineffective.

[C2] Protection against replay attacks: Attempts by an
attacker to replay any previous messages to either the base
station or the UAV would fail under the proposed protocol
since each session has a new nonce, and the adversary does
not have access to this new nonce. The nonce is randomly
generated for each session. To address this concern effectively,
we have employed NA and NB as nonces, ensuring that the
issue of replay attacks is mitigated.

[C3] Defense against cloning attacks and node ma-
nipulation attacks: Due to PUFs’ inherent security against
copying, an adversary cannot successfully clone the UAV or
its PUF. Thus, this guarantees the proposed scheme’s security
against cloning attacks. In addition, any attempt to tamper
with the PUF makes it inoperable and ineffective. Thus, device
acquisition and attacks such as node tampering do not provide
critical information about the authentication process.

[C4] Authentication: Each session is characterized by
randomly generated nonces, namelyNB and NC , from the base
station and UAV, respectively. This randomness ensures that
every session is distinct, thereby thwarting any replay attacks.
Augmenting this, the protocol’s challenge-response mecha-
nism mandates that for each unique challenge C presented,
there is a valid corresponding response R. This dynamic inter-
play ensures that both the sender and receiver can only proceed
upon successful validation, thus reinforcing the authentication
process. Moreover, the derived session key, represented as Sk,
is renewed for each session. Its derivation is a secure function
of the nonces and the challenge-response pairs, ensuring its
uniqueness and security. This session key is a testament to
mutual authentication, as both the base station and UAV can
only possess the same Sk upon successful validation of each
other.

[C5] Provision of key agreement: Our protocol is de-
signed to establish a secure session key, denoted as (Sk),
which is consistent and recognized by both the base station
and the UAV. The generation of this session key involves
mutual cryptographic challenges and responses from both
parties, ensuring that both the base station and the UAV
have contributed to its creation. This mutual participation
ensures that an eavesdropper or a Man-in-the-Middle attacker
cannot predict or deduce the session key without access to the
private challenge-response mechanics of the involved parties.
Furthermore, the session key’s consistent regeneration ensures
that even if a particular session key is compromised, future

sessions remain secure.
[C6] No clock synchronization: The protocol guarantees

message freshness by utilizing random nonces. Thus, the
proposed security method is free of time delay and clock
synchronization issues.

[C7] Fault Tolerance: We employ Shamir’s secret key
sharing, where multiple collaborative responses generate a
secret, H(S). Using Shamir’s secret key sharing, we ensure
that the system maintains a k degree of resilience. In the
proposed protocol, if a UAV has more than k correct responses
for the challenge, the UAV can generate the secret H(S)
correctly. Thus, the proposed protocol ensures fault tolerance.

After discussing the security features of the proposed proto-
col and the mechanism through which they are achieved, Table
II compares our protocol to several current security protocols:
[20, 34, 36] and [35]. The ’✓’ and ’✗’ in the table show if a
protocol meets or does not meet a requirement. As previously
stated, our proposed approach meets all of the requirements.
All protocols evaluated defend against masquerade attacks
(C1), MITM attacks (C1), and replay attacks (C2), as well as
establish session keys (C4) and provide mutual authentication
(C5). Both the proposed protocol and [35] provide security
against node manipulation and cloning threats by using PUFs
in the UAVs (C3). Works such as [20, 34, 36] need the
synchronisation of all network entities’ clocks, and hence do
not fulfil the characteristic of no clock synchronisation (C6).
None of the preceding state-of-the-art procedures ensures fault
tolerance (C7).

The developed authentication protocol also robustly secures
the UAV against critical cyber-attacks. It adeptly addresses
routing misbehavior by validating the authenticity of com-
munication entities, ensuring no unauthorized interventions
disrupt routing. In the face of flooding attacks, the proto-
col’s reliance on PUFs and Shamir’s secret sharing permits
only authenticated drones to transmit data, thereby mitigat-
ing potential overloads. Furthermore, the scheme’s periodic
verification acts as a safeguard against selective forwarding
attacks, identifying and flagging drones that intentionally drop
packets. Collectively, these measures underscore the protocol’s
commitment to preserving the integrity and security of the
UAV against prevalent cyber threats.

C. Security Analysis using AVISPA

In the development of our protocol, we employed AVISPA
(Automated Validation of Internet Security Protocols and
Applications) [14] to ensure a robust and secure design.
The implementation process began with the definition of two
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Operation Notation Time Taken (s)
NMCU RPI

Bitwise XOR Ta 3.63E-06 1.18E-05
PRNG Tb 4.09E-06 5.90E-06
Hash Tc 9.10E-05 1.83E-05

HMAC Td 3.09E-04 9.90E-05
PUF Te 4.00E-07 4.00E-07

Concatenation Tf 4.50E-06 5.09E-06
TABLE IV

TIME TAKEN (IN SEC) FOR OPERATIONS ON NODEMCU AND RPI.

Operation / Time (s) [RPi] [20] [34] [36] [35] Our
Ta 4.72E-05 3.54E-05 3.54E-05 0.00E+00 4.72E-05
Tb 5.90E-06 5.90E-06 5.90E-06 2.95E-05 1.18E-05
Tc 1.28E-04 1.28E-04 1.28E-04 0.00E+00 1.83E-05
Td 0.00E+00 0.00E+00 0.00E+00 1.98E-04 9.90E-05
Te 0.00E+00 0.00E+00 0.00E+00 8.00E-07 4.00E-07
Tf 6.62E-05 1.07E-04 1.07E-04 3.05E-05 3.05E-05

Total time [RPi] 2.47E-04 2.76E-04 2.76E-04 2.59E-04 2.07E-04
TABLE V

TIME TAKEN (IN SEC) FOR DIFFERENT OPERATIONS IN DIFFERENT PROTOCOLS (RPI).

Operation / Time (s) [NMCU] [20] [34] [36] [35] Our
Ta 1.45E-05 1.09E-05 1.09E-05 0.00E+00 1.45E-05
Tb 4.09E-06 4.09E-06 4.09E-06 2.05E-05 8.18E-06
Tc 6.37E-04 6.37E-04 6.37E-04 0.00E+00 9.10E-05
Td 0.00E+00 0.00E+00 0.00E+00 6.18E-04 3.09E-04
Te 0.00E+00 0.00E+00 0.00E+00 8.00E-07 4.00E-07
Tf 5.85E-05 9.45E-05 9.45E-05 2.70E-05 2.70E-05

Total time [NMCU] 7.14E-04 7.46E-04 7.46E-04 6.66E-04 4.50E-04
TABLE VI

TIME TAKEN (IN SEC) FOR DIFFERENT OPERATIONS IN DIFFERENT PROTOCOLS (NODEMCU).

principal roles within the protocol: UAV and BS. Each role
was meticulously modeled to emulate the specific behaviors
and cryptographic capabilities necessary for secure communi-
cation.

The UAV role was equipped functions like a Pseudo
Random Number Generator (PRNG), a Physical Unclonable
Function (PUF), and an implementation of the Shamir Secret
Sharing method. These functions were integral to the UAV’s
role in nonce generation, challenge handling, and execution
of critical cryptographic operations. Similarly, the BS role was
crafted to respond appropriately to the UAV’s communications,
generate its challenges and responses, and perform neces-
sary security verifications. A detailed sequence of message
exchanges was constructed to mirror the intricate logic of
the authentication protocol. Each message was defined with
essential components such as unique identifiers, nonces, and
cryptographic elements like MAC.

Security Verification: The verification of the protocol’s
security was a pivotal aspect of our implementation. We
delineated specific goals pertaining to the secrecy and au-
thentication aspects of the protocol. These goals were criti-
cal in ensuring the confidentiality of sensitive data and the
proper authentication of the communicating entities. Utilizing

AVISPA’s simulation environment, we subjected the protocol
to a comprehensive array of potential attack scenarios. This
process was instrumental in testing the protocol’s resilience
against common and sophisticated security threats. The re-
sults obtained from the AVISPA simulations were crucial in
assessing the effectiveness of our protocol design.

“SAFE” outcome from the tool indicated that our proto-
col could successfully withstand the tested attack scenarios,
effectively maintaining the integrity of both secrecy and au-
thentication goals. This outcome served as a significant vali-
dation of the protocol’s robustness in a controlled, simulated
environment.

VI. RESULTS AND DISCUSSION

To evaluate the performance of the proposed protocol,
this section presents simulation results of its operation. We
employed two simulation settings to model the UAV operations
in our system model. We use NodeMCU v3.0 and Raspberry
Pi 3B for the evaluation of the computational performance of
our protocol.

Table IV describes the time taken by different cryptographic
operations performed on NodeMCU (NMCU) and Raspberry
Pi 3B (RPi). The operations considered are bitwise XOR (Ta),
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Fig. 5. Comparison of total computational time on NMCU (in sec).

PRNG (Tb), hash (Tc), HMAC (Td), PUF (Te) and concate-
nation (Tf ). For both scenarios, the time taken is evaluated
in seconds. We can observe that operations such as hash and
HMAC take more time on NMCU than RPi. On the other hand,
in the NMCU environment, lighter operations such as XOR,
PRNG, and concatenation exhibit faster execution times. To
ensure hardware-based security, we employ an SRAM PUF
that generates a 320-bit response with an operation time of
0.4 µs [37]. The comparison of total execution times for the
proposed protocol and the protocols in [20, 34–36] in both the
RPi and NMCU environments is presented in Table IV and V,
respectively.

In Fig. 5, we provide a comparison of the total operation
time on UAVs with previous state-of-the-art works such as
[20, 34–36] on NMCU. While [20], [34], [36] and [35]
have computation costs of 714µs, 746µs, 746µs and 666µs
respectively, our protocol has a cost of only 450µs. The red
color bar shows the extra time that other protocols take in
comparison to our approach. Similarly, in Fig. 6, we compare
the total operation time on UAVs on RPi. While [20], [34],
[36] and [35] have computation costs of 247µs, 276µs, 276µs
and 259µs respectively, our protocol has a cost of only 207µs.
The primary reason for improved performance is a difference
in the number of operations required in the proposed protocol
and the state-of-the-art. Also, we can see that our protocol
has much greater improvement than other protocols when
run on low constraint devices such as NMCU instead of
RPi. Since the protocol uses less computationally intensive
operations, the proposed protocol is much faster. The use of
PUF based challenge-response pairs is also responsible for the
faster authentication protocol.

TABLE VII
COMPARISON OF COMMUNICATION AND STORAGE COSTS

Scheme [20] [34] [36] [35] Ours
Communication cost (bits) 1696 1536 1952 1696 1600

Storage cost (bits) 480* 640* 320 640* 352
* represents minimum storage

In addition, we evaluate the storage cost of our proposed
protocol by considering the number of bits needed to store

Fig. 6. Comparison of total computational time on RPi (in sec).

Fig. 7. Variation of number of CPU cycles vs security levels.

various data fields in the UAV’s memory. As detailed in Table
VII, the memory storage cost in the protocols [20], [34],
[36], and [35] amounts to at least 480 bits, 640 bits, 320
bits, and 640 bits, respectively. In contrast, our scheme incurs
a storage cost of 352 bits. This higher storage cost in our
scheme compared to [36] is by design, as we utilize a larger
number of challenge-response pairs, resulting in increased
communication and storage expenses. This trade-off is made to
enhance reliability against errors and mitigate environmental
factors affecting the Physical Unclonable Function (PUF).

Despite the associated cost increases, our approach demon-
strates superior performance when compared to all other
schemes [20, 34–36]. Specifically, when implemented on
Raspberry Pi (Rpi) and NodeMCU, our scheme surpasses
the alternatives by 25% and 48%, respectively, as illustrated
in Figures 5 and 6. This highlights the effectiveness of our
approach in real-world scenarios.

Figure 7 gives an insight into the average number of
execution cycles consumed by our protocol by varying the
level of security. Level of security is defined as the percentage
of CRPs that needs to be verified before deeming a device
to be authentic. The network administrator decides the level
of security. In Fig. 7, we provide a comparison of the time
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taken for three scenarios by varying the number of threshold
CRP pairs required to authenticate UAVs using the Shamir
secret key. As mentioned in Section IV-B, the number of CRPs
required to authenticate the device is denoted by t. The total
number of CRPs used during the enrolment phase is k. So,
based on our definition of the level of security, the level of
security can be evaluated as t∗100/k%. For instance, consider
a case where if 3 out of 5 CRP pairs are correct and generate
correct secrets using Shamir’s secret, the device is considered
to be genuine and authentic. In this case, the level of security
is evaluated as 3/5 or 60%. In the case of 100% level of
security, all the CRP must be correct and required to form a
shared key. We fixed k as 8 and varied the value of t as 2, 4,
6 and 8. Thus, the level of security in each of the scenarios is
given as 25%, 50%, 75%, and 100%, respectively. For 25%
level of security, the number of cycles required for execution
was 91, 125. It increased to 166, 055 for achieving a 50% level
of security and further increased to 240, 985 for 75% level of
security. The total number of cycles for 100% level of security
took 315917 execution cycles. The number of cycles increases
linearly, following the asymptotic order of O(k) where k is
the number of CRPs used in the protocol. Thus, the proposed
protocol is scalable, robust, and ensures different degrees of
security.

Building on our previous analysis of execution cycles,
we can deduce the energy consumption for the proposed
protocol on the NodeMCU. Utilizing the average current draw
during active transmission mode (170 mA) and a common
voltage level of 3.3V for NodeMCU, the power consumption
is approximately P = 170 × 10−3 × 3.3 = 561 × 10−3W or
561 mW.

For different security levels, the energy consumption is
calculated based on the previously determined execution cy-
cles. At a 25% Level of Security, given 91,125 cycles, the
energy expended is represented as E25% = 561 × 10−3 ×
91, 125 × Tcycle. Moving to a 50% Level of Security, with
166,055 cycles, the energy utilization can be expressed as
E50% = 561 × 10−3 × 166, 055 × Tcycle. Similarly, for a
75% Level of Security, based on 240,985 cycles, the energy
consumption is E75% = 561×10−3×240, 985×Tcycle. Lastly,
at a 100% Level of Security, encompassing 315,917 cycles,
the energy computation equates to E100% = 561 × 10−3 ×
315, 917× Tcycle.
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VIII. CONCLUSION

This research paper introduces a secure approach for authen-
ticating UAVs in a formal manner. The proposed methodology
leverages Shamir’s secret key sharing mechanism to ensure
the protocol’s functionality even in challenging environments,
where the operation of a PUF may be susceptible to external
factors. By utilizing PUFs, the protocol provides a guarantee

of physical security and exhibits resilience against man-in-the-
middle attacks, replay attacks, and denial-of-service attacks.
The study demonstrates that the proposed protocol surpasses
existing state-of-the-art protocols in terms of computational
efficiency, while also being the sole solution that offers cus-
tomizable security levels to meet the requirements of network
administrators.
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