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Abstract—Credit scoring is a rigorous statistical analysis car-
ried out by lenders and other third parties to access an indi-
vidual’s creditworthiness. Lenders use credit scoring to estimate
the degree of risk in lending money to an individual. However,
credit score evaluation is primarily based on a transaction
record, payment history, professional background, etc. sourced
from different credit bureaus. So, evaluating a credit score is a
laborious and tedious task involving a lot of paperwork. In this
paper, we propose how blockchain can provide the solution to
decentralized credit scoring evaluation and reducing the amount
of dependence of paperwork. Lending money is not always
objective but subjective to every lender. The decision of lending
involves different levels of risk and uncertainty, depending on
their perspective. This paper uses the prospect theory to model
the optimal investment strategy for different risk vs. return
scenarios.

Index Terms—Blockchain, Behavioural Economics, Credit
Score, Prospect Theory, Security, Fin-tech.

I. INTRODUCTION

Lending money is risky but at the same time, is a very
crucial source of income for banks, investors, and financiers.
To minimize the risk of lending and to calculate the probability
of a borrower of becoming delinquent, the most common
method being used since the 1950s is credit scoring [1]. This
method of calculating a credit score is based on some statistical
analysis of historical data, which is very common in both
consumer lending and mortgage lending.

A diversified set of data including the age of the applicant,
sex, purpose of the loan, previously submitted applications,
previous loans completed, job type, duration in a job, housing
type, bank account average balance, and previous defaults are
used to calculate a fair credit score. All such data goes through
multiple cycles of statistical analysis to create an individual’s
scorecard. An acceptable model of credit scoring is expected
to give a high score to the applicant whose loans are expected
to perform well and a low score to the applicants who are
more likely to become defaulters. The complexity of analysis
involved in calculating the actual credit risk is quite tedious.
Hence, there have been various visual analytic systems and
software created to make the analysis and correlation easier
[2, 3].
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However, the evaluation of credit scoring is quite slow,
owing to the complexity of task aggregation and computation.
The first reason for the delay is that there is a diverse set
of borrowers for business loans. This makes it difficult to
develop an accurate model for credit scoring. For example,
it is observed that some malicious accounts received higher
scores in comparison to genuine accounts because of a lack
of proper transaction history, which came to be known later.
Second, a major portion of the applicant data is collected from
the lenders who previously provided loans to them and from
various third parties involved in credit scoring. So there is a
dependency on credit bureaus, and this model assumes that
this dependency can never be compromised. Third, the scores
are highly volatile and change for different trusted authorities
depending on the information available to them. The most
common credit score used by 90% of the lenders is the Fair
Isaac Corporation (FICO) score ranging from 300-850 [4].
The FICO score of an individual is based on the credit data,
including credit usage, credit types, length of credit history,
payment history, and the recent credits received. FICO scores
are calculated by the three credit bureaus, namely Equifax,
TransUnion, and Experian.

Another problem with the current models for credit score
evaluation is that they do not take into account the behavioral
models of lenders [5], [6]. The decision of lending based on
credit score is always subjective to every lender. The decision
of lending involves different levels of risks and uncertainty,
depending on their perspective. The information processing
method for humans is quite different and illogical as compared
to machines. Humans are loss-averse. Losses are interpreted
differently than the equivalent gains by the lenders. Losses are
disliked more than the equivalent gain, and the amount of risk
one is ready to take to avoid a loss is more than the risk one
can take to earn an equivalent gain.

This paper discusses how blockchain can provide a solution
to the above-mentioned problems by eliminating the need
for third-party verification. Fig. 1 shows the proposed model
where the credit scoring mechanism is achieved through a
blockchain distributed ledger technology. All the lenders can
have a consensus credit scoring value. This model takes into
account the transactions, risks, and returns that are available
for investors and/or lenders. It also ensures transparency of
all the activities along with providing privacy and anonymity
for all individuals. In this paper, we also take into account
the behavior modeling of different lenders based on their
perspective and different borrowers by using Prospect Theory
[7].

The rest of the paper is organized as follows. Section 2
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Fig. 1: Proposed credit scoring model using blockchain. All transactions are verified and saved in a distributed ledger which
can be used by lenders for credit score evaluation. The difference between the traditional and our approach is that there are

no intermediaries or third parties required.

discusses the related work. Section 3 illustrates the proposed
scheme. Section 5 discusses the need for a prospect theory
model and evaluation of parameters used for the credit scoring
evaluation. Section 4 discusses the investor’s viewpoint of the
computed credit score. Section 6 discusses the results and
analysis. Finally, Section 7 concludes the article.

II. RELATED WORK

This section describes the existing work for credit scoring
evaluation and behavioral modeling for lenders. Authors in
[8, 9, 10] present statistically-based machine learning models
used for calculating the credit scores. They proposed different
ways to define the weights of each parameter and fine-tune
them depending on different scenarios. A detailed survey of
various machine learning algorithms used for calculating a
fair credit score is presented in [11]. A negative Rank model
is presented in [12] to calculate the credit score of various
merchants by collecting the survey from the purchasers in a
secure and privacy conserving manner.

In [13], Gaonkar and Viswanadham discussed the credit
risks involved in supply chain management. A strategic,
operational, and tactical approach to handle credit risks is
also explained. Authors in [14, 15, 16] present a decision
support and fuzzy logic approach for credit risk assessment
for private firms. Various data mining methods, such as neural
networks, decision trees, and logic regression, are used to
calculate the risk involved in a particular loan. Roman and
Stefano introduced a Trusted Data Marketplace (TDM) in
[17]. Their objective was to solve the problem of limited
data sharing due to the lack of trust between the individuals

and third parties. Credit score depends on more than just the
bank history. Authors in [18] changed the parameter of credit
score evaluation by making it more dynamic and closer to
one’s social perspective. They evaluated the credit score by
quantifying the data using a person’s social media content.
A further enhancement of this research was to understand a
person’s social status. The solution is an application that draws
information through Short Message Service (SMS). This data
is quantified, and then a credit score is evaluated.

Using a centralized system to calculate the credit scores
is associated with various issues. The customer’s data is
used by the giant companies to calculate the credit score,
and the individual has no control over who gets to see the
credit data of an individual. The blockchain is a powerful
decentralized peer-to-peer platform where the individual can
control its data and its visibility [19, 20]. Every individual
who becomes a part of the decentralized network for a credit
score calculation can participate in the process. All the records
added to the chain are connected to the previous entries,
and an update on the chain requires a multi-level verification
[21]. The current data storage or centralized servers with the
bureaus is highly susceptible to security breaches. Equifax
data was breached in 2017, and that breach impacted 148
million customers compromising information like Social Se-
curity numbers, names, addresses, and tax ID information
[22]. Bloom is an organization that creates a framework for
credit scoring using blockchain. Only the lenders who are
authorized by the individuals can view and verify the data
of the individuals [23]. The framework does not cater to the
individual demands of the lenders and investors as done in the
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Fig. 2: Secure Lending Model

proposed model.

Another issue with the traditional credit scoring mecha-
nisms is the process itself. It relies heavily on previous loan
repayment, which is an obvious problem for the 3.5 billion
unbanked and under-banked people across the globe who
lack access to formal financial institutions and, by default,
to loans [24]. Blockchain is a decentralized application can
be used by any individual for microloans and can make
the unbanked individuals participate in the formal financial
system. Colendi is a decentralized platform for credit scoring,
that uses over 1,000 unique indicators to provide a credit score
to the unbanked individuals in a secure manner [24].

Lending money depends on the best possible trade-off
between return and risk. Markowitz proposed the Modern
Portfolio Theory [25], where the portfolio is the creditwor-
thiness of customers for lending. The theoretical background
for the relationship between return and risk is provided in that
theory. Return, and its standard deviation is combined by the
efficient portfolio. Portfolio choices are determined under a
certain degree of uncertainty using the Expected Utility Theory
(EUT). Outcomes using objective probabilities are evaluated
by investors who are uniformly risk-averse under EUT.

Instead of individual probabilities, Quiggin [26] distorted
the cumulative probabilities of ranked outcomes. Cumulative
Prospect Theory was developed by Tversky and Kahneman
to overcome inconsistencies with first-order stochastic domi-
nance [27]. A portfolio optimization method based on cumu-
lative prospect theory is presented in [28].

The behavioral modeling for lenders does not account
for financial phenomena, different risk attitudes, diminishing
sensitivity, and loss aversions such as the paradoxes of Allais
and Ellsberg [29]. Daniel Kahneman and Amos Tversky in
1992 came up with prospect theory in cognitive psychology
that describes how people choose risk involving probabilistic
alternatives where probabilities of outcomes are not certain.
For their contribution, they received the Nobel prize in 2002.

In this paper, we employ a common consensus platform for
all the lenders to come to a unified credit score value. We also
use the behavioral model for lenders in lending money based

on the credit score. The major contributions of this paper are
as follows:

o Decentralized & unified credit score evaluation
Providing a decentralized and unified mechanism for
credit score evaluation using blockchain. Every transac-
tion is recorded and is immutable.

« Behavioural Modelling for lenders
Using prospect theory, we model the trade-off between
risk and return for lenders based on decentralized credit
scoring.

« Reducing dependency on data sources
The availability of immutable public ledger removes de-
pendence on different data sources and loss of transaction
information.

III. DECENTRALIZED CREDIT SCORE

The current credit scoring system completely relies on a
handful of central organizations that store all the user data
and calculate the credit scores. The credit information of
the borrowers is frequently in transit, and it opens us up to
security risks. Using blockchain, we can go on saving all the
transaction data in a single chain that is distributed to all the
customers and lenders. Everyone can validate the data on the
chain, but no attacker can tamper the data ones committed.

A. Digital Identity

In the case of a new user, a unique address is generated
for the network, and two keys, namely — private and public
key are generated from a key generation algorithm (KGA)
[30]. Two random and large prime numbers p,q are chosen
in a way that k = p * ¢. Further, an integer (b) is chosen
from [1, (k)] where ¢(k) is the Euler function. The great
common multiple of b and ¢(k) is 1. Now, to generate the
public and private keys, KGA calculates a new parameter g,
such that g*b = 1(modk). Ones this is done, b is assigned as
the private key, and g is assigned as the public key of a user
[31]. The public key is unique to the user [32].
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1) Block: Blockchain consists of a sequence of blocks.
Each block, as shown in Fig. 3 contains a cryptographic hash
value, the timestamp of the transaction, Merkle tree root,
transaction information, and previous block hash value. The
size of the transaction and the predefined size of a block
dictates the number of transactions to be included in a block.
The use of cryptographic hashing and hash chaining makes it
difficult for an adversary to tamper the information that has
been already committed on the chain [33]. Everyone on the
network can check the transactions that are committed, but no
one can change the transaction data [34].

2) Digital Signature: The problem of non-repudiation is
prevented by attaching every transaction with the digital sig-
nature of the owner. In asymmetric key cryptography, a key
is divided into two parts, a private and a public key [35].
An owner can sign the transaction using his private key, and
everyone on the network can verify the transaction using the
public key of the owner.

B. Consensus Algorithm

We design a network model with multiple numbers of
ordinary users, banks, and credit bureaus. Let B, be the
number of banks or investors or lenders, U,, be the number
of ordinary users, and A,, be the number of agents or bureaus
who are assigned the task of calculating the credit score. There
is another set of entities in the network termed as P, i.e.,
prospective bureaus. The Agents gather the information from
the ordinary users and calculate the credit score that is used by
the respective banks to decide upon the eligibility for loans.

The consensus is a way of reaching an agreement between
the nodes. As the transaction, once added to the block, cannot
be modified ever again, it needs to be verified the first [36]. In
a traditional system, third parties like banks ensure that every
transaction is verified and legit. In a peer-to-peer system, there
is no governing authority for the same. In the blockchain, to
overcome Byzantine problem[37] among the nodes, there are
various consensus protocols [38].

We use the proof of voting algorithm to reach a consensus in
terms of the credit score being calculated. We consider the fact
that a single bureau or a set of bureaus can become malicious,
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and therefore, the model does not rely on the score calculated
by a bureau until it gets a positive vote from more the 50%
of the banks in the network. Also, we define a concept of a
periodic cycle, and a single bureau is allowed to calculate the
credit score only for a single cycle. In every cycle, the new
set of bureaus is assigned the task of score calculation based
on the votes they receive from the banks in their previous
periodic cycle. A set of bureaus is randomly selected initially,
and the bureaus start gaining a higher vote and thereby a higher
probability of getting an opportunity of creating further blocks.
A round of consensus is considered to be completed only when
a new block is generated. If a bureau fails to create a block in
a pre-defined time interval, then the responsibility of mining
the block goes to the next prospective bureau. A block must
have more than 50% of votes from valid lenders for a block to
become valid. The network can finally reach a consensus if at
least one bureau normally works because only one block can
receive at least 50% votes. This prevents the issue of forking
as it happens in the traditional POW consensus. The block,
thus created, is shown in Fig. 3.

Different lenders may give different votes to different credit
scores calculated by the bureaus. We have provided a detailed
mathematical model of the behavior of the lenders in terms of
credit score in the next section.

C. Mechanism of adding blocks

After the transaction is made, it is digitally signed by the key
of participating entity parties. Negotiator then creates a block
with quantity, discount amount, date of dispatch, a period of
arrival, mode of transport, initial payment, repayment period.
Payment is made in the form of cryptocurrency, and a block
showing the transaction is added to the network. A new block
is added for every transaction, and proof of work is used as the
consensus mechanism. Proof-of-Work (PoW) is based on the
fact that work must be feasibly hard to compute but easy to
verify [39]. It also protects against spam or DoS attacks where
every node is forced to do some computational task. Before
a new block of transactions is inserted into the blockchain
list, PoW is carried out for consensus mechanism [39]. Each



mining node competes to validate the block, and the validating
node is rewarded as an incentive.

All the transaction history, information for credit score can
be calculated using the public key of the node. Since the
consensus is achieved, the system is stable, and each node
has access to complete information. How the credit score is
calculated is explained in the next section.

IV. NEED OF PROSPECT THEORY & PARAMETERS FOR
CREDIT SCORE EVALUATION

When a lender receives a loan application, based on the
borrower’s profile, the lender has to make a decision regarding
whether to go ahead with the loan approval or not. Two types
of risks are associated with the decision:

1) If the applicant is a good credit risk, i.e., is likely to repay
the loan, then not approving the loan to the person results
in a loss.

2) If the applicant is a bad credit risk, i.e., is not likely
to repay the loan, then approving the loan to the person
results in a financial loss.

It may be assumed that the second risk is a greater risk,
as the lender had a higher chance of not being paid back the
borrowed amount. So it’s on the part of the lender to evaluate
the risks associated with lending money to a customer. This
study aims at addressing this problem by using the applicants
demographic and socio-economic profiles to assess the risk of
a lending loan to the customer. Following a set of parameters
have been considered while calculating and analyzing the
credit risk:

« Age Information : This parameter reveals the current age
of the borrower

o Sex : This parameter reveals the sex of the borrower

« Job Profile: Job parameter is divided into four cate-
gories, i.e., unskilled & nonresident, unskilled & resident,
skilled, and highly skilled. The unskilled nonresident
category is marked as job type O, unskilled & resident is
marked as 1, skilled is marked as two, and highly skilled
is marked as 3 in Fig. 5.

« Housing Type : Housing can be either own, rented or
free

« Saving Account Balance: It shows the average balance
of savings account. We can use 4 categories of saving
account type as little, quite rich, moderate and rich.

¢ Credit Amount Pending: This parameter shows the loan
amount taken in the history

o Credit Duration: This shows the duration of the credit
amounts taken in the past

o Credit Purpose: This parameter reveals the purpose of
the credit taken

In this section, we plot the variation of credit score based
on the above parameters using the UCI data set [40]. Lenders
do not trust all borrowers equally. We depict how lending
an amount is a function of the category of borrowers. Good
credit or Good risk are cases in which lenders received
repayment from borrowers. On the other hand, in cases where
the repayment was failed is depicted using bad risk or bad
credit.
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Fig. 4 shows the distribution of credit risk involved with
respect to the age group of the borrowers. Each box plot is
divided into four quartiles. The box refers to the middle two
quartiles. The line below the box is the first quartile, and
the line above the box is the fourth quartile. The dark line
between the boxes refers to the median of the range. We can
see from the distribution that in the case of age group 60-80,
the median of the box for good credit is too low. This depicts
that a maximum number of people in the age group do timely
repayment only when the credit amount is low. Also, there
are very few cases of a high amount of loan given to this
age group as compared to the 40-60 age group. This can be
seen by comparing the median line of the two age groups.
The median line of the 40-60 group is higher as compared to
the median line of the 60-80 group. This indicates maximum
borrowers in the 40-60 group had made timely repayment
when a higher credit amount was given to them. Thus, lenders
have taken a comparatively higher risk for this group than the
60-80 group. The age group 30-40 is more trustworthy in terms
of repayment as compared to the 40-60 age group. The results
for the student age group, i.e., 20-30, are comparable to the
40-60 age group in terms of good credit, but we can notice
that the cases of non-repayment are very less in the 20-30 age
group as compared to the 40-60 age group.

Fig. 5 shows a similar distribution with respect to the job
type pf the individuals. We can observe from the box plots that
the investors feel more confident in lending higher amounts to
the highly skilled people as compared to the unskilled and
nonresident individuals. So the parameters for credit score
calculation are not always the same for all classes of people.



The amount of credit risk varies with the creditworthiness of
the people involved. The next section discusses how optimal
investment (§) varies with different lenders and borrowers.

V. CREDIT SCORE INTERPRETATION OF INVESTORS

When there is no trusted third party, credit scoring requires
proper interpretation depending on the kind of lenders. For
example, lending of 5003 can be seen differently by a different
set of lenders. The risk and return is a function of a particular
lender and its inherent characteristic. We make a model for
three kinds of investors, opportunistic, neutral, and risk-averse.
The system model is presented in Fig. 2

For the behavior modeling of investors, we construct the
objective function. The key elements of investors or lenders
are discussed here:

1) Lenders decide a reference point of neutrality. Based on
this reference point, the investments are differentiated into
losses or gains.

2) Different behaviors are displayed by the lenders concern-
ing the losses or gains. The value function is convex for
the losses and concaves for the gains.

3) The sensitivity of the lenders is higher in case of losses
as compared to the gains.

4) Small probabilities are associated with excessive weights,
whereas the large probabilities are ignored based on
a weight function. The weight function is a nonlinear
transformation of the objective probability.

In this section, we present model the optimal allocation
of lenders based on behavioral economics using prospect
theory. The theory was presented by two psychologists Daniel
Kahneman and Amos Tversky, and in the late 20th century,
they called it prospect theory because it was a theory of
how people form decisions about prospects and a prospect
is a gamble it’s about people’s decisions under uncertainty.
lenders have two options, one consists of one risk-free asset
(no lending), with O return, and another possibility of lending
(risky asset) with a stochastic return of 1. Let W denote the
investors initial wealth. An amount of ¢ is invested in the risky
asset and the remaining wealth, Wy — &, is not invested. Then
the individuals wealth at the end is given by:

W =Wy +&y (D

Let the excess return on the risky asset over the risk-free
rate as v = 1.

7 can take both positive values and negative values with
positive probabilities. The deviation from the reference level
where the reference level being the initial wealth satisfies:

D) =W — W,y = &7. 2

The prospect theory model incorporates a value function
that represents how lenders value things. For every investor 7
is utility gain for investor or return parameter, while y is the
risk or loss parameter, A captures loss aversion. The utility for
given v as the credit score is given by:

YT,

- $>0
Uw B {_)\<_w)xa

P <0

In financial mathematics, there’s a weighting function that
shows how people infer or how they deal with uncertainty
or risk. It is also referred as distortion risk measure w. w is
related to the cumulative distribution function of the return on
investment. w9 and w' denote the weight function for gains
and losses respectively as shown in following equation.

_Jw9, k>0
v w', k<0
q/}’Y
W) = =y
)
W) = Ld

(¥ + (1 —9)?)°

v =0.61 and § = 0.69 are experimental evaluated constants.
Since the functions w? are increasing, positively homoge-
neous, invertible and twice differentiable. where

v w9 (0)= w' (0)=0
| wo (D= wh(D)=1
Using prospect theory, the objective function of the lender
(V) for any D is given by:
+oo 0
[ w9(D)dU+(D) — €% [ w!(D)dU~(D)
0 —o0
3)

V(D) =

From equation 2, we get ¥ = =, then

ls)

dD = ¢£(dy)dU™ (D) = 7D™'dD
dU™ (D) = 7(£(3))7'&(d7)
dU~ (D) = \xDX"'dD

dU™ (D) = Ax(§(3))X"€(d7)
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The objective function (P) for every lender is defined as:

P: T?gg((G(’Y))ET — L(7)£X)) 4)
where oo
G(y) = { w9 (§)dy*
L) = [ w G



We define another parameter (%) as a performance
measure, which assesses the quality of the risky asset.
The optimal holding in the risky asset depends on the
Q(%). This ratio quantifies the upside potential of the risky
asset (measured by G(%) relative to its downside potential
(measured by L(%)).

Lemma 1. The objective function P is concave in p when
T<x & 0<Q(F)<L1

To prove this we show that V2P(¢) < 0. This can be shown
as follows. We consider the value of our objective function as

P(¢) = (G(9)E" = L(1)€Y))

The first and second order derivatives of the objective function
with respect to & are given by

(g = OO _ ALY

Note that the term V2P(€) above is always negative as y >
T & as Q¥ < 1, so G(§) < L(%). This proves that the
objective function P(€) is concave with respect to &.

Lemma 2. A unique optimal allocation o € & exists which
maximises (G(%)&™ — L(7)EX) and is given by

o= (2) o

This follows from the fact that the objective function P(&)
is a concave function of £ (as shown in Lemma 1). Since the
objective function P is concave in £ when 7 < y & 0 <
Q(%) < 1, then optimal allocation &y is given by:

op( 200NN D)
£ = <;> T o) ©)

VI. RESULTS & DISCUSSION

This is a unique work in this field as to the best of our
knowledge. Thus, there do not exist any related works to com-
pare our results. Since blockchain is secure distributed ledger,
and all data being stored on ledge. The time evaluation for
credit score evaluation is nominal resulting fa larger number
of transactions per second. The immutability of leader also
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Fig. 8: variation of £ with respect to 7 and x for @ =1

provides resistance to malicious activities currently present in
lending systems.

However, we present the variation of an optimal investment.
For every investor, 7 is a utility gain, while y is the risk or
loss parameter. The parameter () is the performance measure
that assesses risk & return on investment in the borrower.
Q is the ratio of return vs. risk and is considered fixed
for a borrower. £ is an optimal investment (0 — 1) that an
investor is likely to invest in. 0 means no investment, and 1
means complete investment. Prospect theory shows that people
generally tend to avoid risk even at the cost of less return. The



loss parameter is greater than utility gain (x > 7). We model
optimal investment for three borrowers having different return
vs risk (2 = 0.2, 2 =0.7, 2 = 1.0). x & 7 vary from O to 1.
From Eq. 6 we have,

1

&= <T) XﬁTQxif
X

TABLE I: Variation in £ for different 7 at x=0.8

Y =038 | £(r=0.1) | £(r=0.4) | £(r=0.7)
Q=02 | 0.004 0.0005 | 0.0036
Q=07 0018 0.03 0.05
Q=10 | 0.04 0.072 0.1

Fig. 6, 7, 8 shows variation of £ with respect to 7 and x for
2=02,9=0.7 & Q2 =1 respectively. As the € increases, so
there are more chances of return for a given risk, and hence
investment increases. For example, for 2 = 0.2 (Fig. 6), when
x = 0.9 & 7 = 0.5, the optimal investment () = 0.0041. &
increases to 0.094 when ) = 0.7 (Fig. 8) and reaches value
of 0.23 for Q =1 (Fig. 9) for same x & 7.

TABLE II: Variation in & for different x at 7=0.3

7=0.3 | £{(x=0.5) | £&(x=0.8) | £(x=1.0)
Q =0.2 | 0.00001 0.005 0.018
Q=071 0016 0.06 0.1
Q=1.0 | 0.05 0.12 0.18

For an investor, initially, as utility gain (7) increases,
the investment (£) increases. Lenders want more profit, so
increasing 7 increases &. But utility gain saturates, and further
increasing the investment would increase the risk of loss. {2
factor dominates in deciding the optimal investment as utility
gain is further increased. When (2= 0.2, return vs risk is low
(Fig 7). Hence ¢ increases till 7 = 0.3 and then decreases.
On the other hand, when return vs. risk is high (Fig. 9), the
optimal investment increases with an increasing value of T
(ref. Table I). Another observation is that as the loss risk-taking
potential () of lenders increases, so is the optimal investment
(&) for a given 7. Lenders would be investing more, as shown
in Table II. This is a unique work in this field as to the best
of our knowledge. Thus, there do not exist any related works
to compare our results.

VII. CONCLUSION

Credit scoring is used to evaluate the creditworthiness of
an individual. It is a statistical parameter that quantifies the
risk of lending money to a borrower. This paper presents a
secure and decentralized model to calculate the credit score
of an individual that eliminates the need of trusted parties and
transaction history aggregation. The credit score calculated in
this model considers both financial as well as non financial
information of an individual to calculate the creditworthiness.
This paper uses the prospect theory to model the optimal
investment strategy for different risk vs. return scenarios. The
results show that the probability of lending is different for

different types of lenders, depending upon the level of gain or
risk acceptable to the lenders.
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