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Abstract—Unmanned Aerial Vehicles (UAVs) are becoming
very popular nowadays due to the emergence of application
areas such as the Internet of Drones (IoD). They are finding
wide applicability in areas ranging from package delivery systems
to automated military applications. Nevertheless, communication
security between a UAV and its ground station (GS) is critical
for completing its task without leaking sensitive information
either to the adversaries or to unauthenticated users. UAVs are
especially vulnerable to physical capture and node tampering
attacks. Further, since UAV devices are generally equipped
with small batteries and limited memory storage, lightweight
security techniques are best suited for them. Addressing these
issues, a lightweight mutual authentication scheme based on
Physical Unclonable Functions (PUFs) for UAV-GS authentication
is presented in this paper. The UAV-GS authentication scheme is
extended further to support UAV-UAV authentication. We present
a formal security analysis as well as old-fashioned cryptanalysis
and show that our protocol provides various security features
such as mutual authentication, user anonymity, etc, and is re-
silient against many security attacks such as masquerade, replay,
node tampering, and cloning attacks, etc. We also compare the
performance of our protocol with state-of-the-art authentication
protocols for UAVs, based on computation, communication, and
memory storage cost.

Index Terms—UAVs, Internet of Drones (IoD), physical secu-
rity, mutual authentication, security protocol, privacy, PUFs.

[. INTRODUCTION

Around the world, Unmanned Aerial Vehicle (UAV) tech-
nology is being developed and deployed at a very rapid pace.
From originally being used in military applications, these
devices are being adopted across the government and corporate
entities for providing a wide range of services including
traffic management, goods delivery, inventory tracking, dis-
aster management, wireless networks, etc [1H4]. With many
governments easing regulations for UAV usage, the interest
in this emerging technology is growing leaps and bounds
leading to newer fields of applications being developed. The
integration of drones into the IoT network is being termed
the Internet of Drones (IoD), and has been discussed in many
recent works [5, [6]].
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Although IoD has been envisioned to provide various ben-
efits, due to the UAVs being deployed in open environment
and due to its communication being wireless in nature, they are
prone to several security threats. Some of these security threats
are man-in-the-middle attack, replay attack, node capture and
tampering attack, etc. For example, in a military surveillance
scenario, if an adversary UAV tries to impersonate itself as a
legitimate UAV and authenticates itself to the ground station,
it can get secret information about the legitimate UAV from
the ground station or send malicious information to the ground
station. This can cause serious disruptions to the surveillance
services, leading to major economic or even human losses.

Node authentication is the first security aspect to be met
for any IoT network and thus for IoD also, before beginning a
secure communication session in the network. The existing
Internet security techniques implement node authentication
using stored cryptography keys. UAVs being deployed in the
open air are prone to device capture attack, and thus to
secret keys being exposed. Further, these UAVs generally have
limited memory and computation capability, thus storing the
secret keys and executing standard cryptography algorithms
is also a challenge [7]. Keeping these issues in mind, this
paper presents a light-weight mutual authentication protocol
for authenticating UAVs with a ground station. Extending the
UAV-GS authentication, an authentication scheme for UAV-
UAV communication is also shown.

In several recent studies, Physical Unclonable Functions
(PUFs) have been shown to be very promising in providing se-
curity in several IoT and embedded system based applications
[8H10]. Due to the inherent randomness introduced during
the manufacturing process of these devices, they provide
unclonable and unique identities to their devices. Thus they
are suitable to be employed as a hardware root of trust and
as hardware security primitives. The operation of PUFs is
based on challenge-response pair mechanism, i.e. PUF has
a property that when an input stimulus called the challenge
is applied to it, the device responds with an output called
the response. Two different PUF devices manufactured using
the same fabrication process and with the same configuration
are expected to produce different responses given the same
challenge. In the proposed protocol, the above property of
PUF is exploited for generating a unique session key for
each device, which is embedded with a PUF. The embedded
PUF chip would function as a unique, unclonable, and non-
reproducible fingerprint for each UAV in the network. It’s
behavior is similar to a function which takes a challenge as
an input and produces a response as its corresponding output.



R = PUF(C)

In the above equation, C' is the challenge, and R is the
response, and both C, and R are binary strings.
The major contributions of this paper are as follows:

i. We propose a PUF-based mutual authentication protocol,
SecAuthUAV which is capable of establishing a secure
session between a UAV and the ground station without
storing any secret information on the UAV.

ii. Extending the UAV-GS authentication, a secure UAV-UAV
session can be established between any two UAVs in the
network.

iii. We provide a formal security proof of the protocol using
Mao and Boyd logic, and also perform cryptanalysis to
guarantee the security and versatility of the protocol.

iv. A comparison of SecAuthUAV with state-of-the-art au-
thentication protocols for UAVs, in terms of security
features, computation, communication and storage cost is
also provided.

The organization of the rest of the paper is as follows.
Section |[I] discusses the related works in securing UAV net-
works. The system model, attack model, security goals, and
assumptions for the system model are discussed in Section
In Section we present our mutual authentication
protocol (SecAuthUAV). In Section[V] we subject our protocol
to formal security analysis and informal cryptanalysis. In
Section we compare SecAuthUAV with several state-of-
the-art security schemes for UAV-GS authentication in terms
of security and computation performance. The paper is finally
concluded in Section

II. RELATED WORKS

UAV Networks differ greatly from the other wireless net-
works such as Mobile Ad-Hoc Networks (MANETSs) [11-~
13] due to greater node mobility and a variety of security
threats, and thus the existing security solutions for MANETS
and other traditional wireless networks cannot be adapted to
these networks. [He et al.|have explained the essential features
of UAV communications and identified the requirements for
UAV security protocols in [14]. They have shown that tra-
ditional security techniques such as anomaly detection induce
significant delays and therefore cannot be used for time-critical
applications such as those in UAV networks [15} [16]. Thus,
they establish the need for UAV security protocols which take
into account the trade-off between network performance and
security strength.

Hooper et al| have presented a multi-layer framework in
[17] for defending commercial UAV systems from Address
Resolution Protocol (ARP) cache poisoning, buffer overflow
and Denial of Service (DoS) attacks. Physical layer security
has also been an important area of research in UAV networks.
Addressing this aspect, several works have been proposed in
recent times to enhance security in UAV-aided non-orthogonal
multiple access (NOMA) networks [18520] by employing
techniques such as precoding optimization and artificial jam-
ming to secure against eavesdropping attacks. Blazy et al.|have

considered a strong adversarial model which can perform fault
injection, side-channel and physical attacks on a UAV |21} 22].
In their scheme, they store a single initial key which is used to
generate subsequent keys using a keyed hash function. They
propose to use multiple streams of such key sequences to
prevent an attack. But, if a powerful attacker gains just one
key of each stream, he/she could very easily keep track of all
the key streams simultaneously thereby rendering all further
communication insecure.

Several authentication and other cryptographic frameworks
have been proposed for UAV networks in recent times. |Chen
et al.| have proposed the Direct Anonymous Attestation with
Mutual Authentication (MA-DAA) scheme in [23]] for use in
network-connected UAV systems. Compared with the existing
Direct Anonymous Attestation (DAA) schemes, MA-DAA
scheme is well suited to the low bandwidth and computation
capabilities of the UAV networks. However their solution
is based on Trusted Platform Modules (TPMs), which are
specialized expensive security co-processors that need to be
integrated into the systems leading to higher costs. |[Abdallah
et al. have presented a lightweight security scheme for surveil-
lance UAV networks in [24], however their scheme ensures
only one-sided authentication, and not mutual authentication.
Another work [23] is a certificateless group key authentication
protocol targeted at untrusted UAV networks. This work is
based on bilinear pairing and elliptical curve cryptography
(ECC) and thus is not lightweight. Another work [26] proposes
a short certificate based signature distribution scheme which
is also heavyweight due to usage of public key cryptographic
techniques. Two more works proposed by authors in recent
times [27, 28] have been proven to be sufficiently lightweight
and secure against multiple attacks in Internet of Drones
(IoD) deployment scenarios. The authors of another recent
work [29] show that the work in [28] is not scalable and
propose an improved protocol addressing the scalability issue.
However, none of these protocols are secure against UAV
node tampering and physical attacks. In these schemes, secret
information required for authentication is stored in the UAV’s
physical memory, hence an adversary can easily extract this
critical information and launch various attacks.

Recently, PUFs have been shown to be very effective in
securing wireless and unmanned IoT environments [9} 30, 31]].
Chen and Willems| propose a secret key generation protocol
based on PUF in [32]]. In a recent work on UAV authentication
using PUFs [33]], the PUF’s challenge-response pair is utilized
as an initialization condition for a chaotic system, to secretly
exchange random seeds and generate a session key.

We use a similar concept in our paper to do away with
the storage of critical information such as secret keys in
the device’s memory. Our protocol supports generation of
secret information on the fly based on the response generated
from the inbuilt PUFs. Using this generated information, the
proposed protocol ensures mutual authentication between the
UAV node and the ground station.
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III. SYSTEM & THREAT MODEL
A. System Model

The system model considered in this paper consists of
legitimate UAVs and a ground station as shown in Fig.
UAVs have limited memory and computation capability as
compared to the ground station. In this model, multiple UAV's
may be connected to a single ground station. The objective
of this paper is to establish a secure communication session
between a UAV U; and the ground station G'S' by performing
mutual authentication between the two entities. It will further
be shown that by extending the same mutual authentication
scheme, a secure session can be established between any two
UAVs namely, U; and Us. Following the session establishment
between U; and G.S, U; requests G'S for a secure session with
the other UAV U,. A similar authentication protocol is run
between GS and Us. Finally, a secure communication session
is established between U; and Us.

Every UAV U, is equipped with a PUF, which is used for
generating a response output for a challenge input to it. The
response is split into two parts which are further used in the
authentication protocol as discussed in Section Before
deployment, the registration of U; with GS is carried out
through a secure channel. Here, a challenge-response pair
(C,R) of the U/s PUF is generated and securely added to
GS’s database. Now, U; is ready to be deployed. Further,
GS starts with a single initial (C, R) pair for each U; which
was saved at the time of UAV registration. Every time U;
successfully authenticates with GS, a new challenge-response
pair (C’, R') is generated and securely transmitted to G'S' to
replace the existing (C, R) pair.

Table I lists the notations used in this paper and their
descriptions.

B. Attack Model

An adversary A may try to authenticate with GS by
masquerading as a legitimate UAV U; or by launching a
man-in-the-middle attack. Since the communication channel is

TABLE I: Notations used in the paper

Notation Description

U;, TUID; i*" UAV and its temporary ID
GS,GID Ground station and its ID
(C,R) PUF challenge response pair

I Concatenation operation

@, XOR XOR operation

Nx Random nonce generated

H() Hash function

Sk; Session key generated

Ack Authentication acknowledgement
Req Authentication request

wireless and public, A may try to eavesdrop on the transmitted
messages or modify these messages or replay them in the
network. In this model, A may physically capture a U; and try
to extract secret information from its memory. Additionally, A
may also try to clone U;.

C. Security Goals

This protocol has been proposed keeping the following
security goals in view.

i. Achieving mutual authentication between the legitimate
UAV U; and the ground station G'S.

ii. The protocol must be secure against common security at-
tacks such as masquerade, man-in-the-middle, and replay
attacks.

iii. The protocol must be capable of generating a unique
session key for each authentication session.

iv. The protocol must be safe against cloning attacks as
well as physical attacks such as UAV node capture and
tampering.

v. If the communicated messages are tampered with, the
receiver, either GS or U;, must be able to detect the
tampering and abort the authentication process.

vi. No unauthorized entity must be capable of tracking the
temporary ID of any U;, in other words, U]s anonymity
must be maintained.

D. Assumptions

We discuss here a few assumptions that are made in this

paper.

i. Each legitimate UAV Uj; is endowed with a unique PUF.
In case U; is capture, any attempt to tamper with the PUF
will render the PUF unusable and U; will not be able to
authenticate with G'S.

ii. Each U; has limited computation power and is memory
constrained while G'S has no such constraints.

iii. U; itself does not store any secret information, rather it
relies on the response R generated using the challenge C'
on the PUF. This response serves as a secret to be used
further in the authentication protocol.
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IV. PROPOSED AUTHENTICATION PROTOCOL
(SECAUTHUAV)

The proposed scheme is organized into three phases, namely
the UAV registration phase, the UAV-GS authentication phase,
and the UAV-UAV authentication phase.

A. UAV registration phase

1) Each UAV U; is registered with the ground station G.S
before deployment.

2) During the registration process, a challenge-response pair
(C,R) from U/s PUF is securely stored in the GS’s
database.

3) A temporary identity TUID; is generated for each U; at
GS while the permanent identity GID is maintained by
GS.

4) The set {TUID,;,C,GID} is securely stored in the
UAV’s storage, while {TUID;,C, R} is stored in the
G'S’s database for UAV U;.

B. UAV-GS authentication phase

Here, we present our protocol, SecAuthUAV to achieve
mutual authentication between UAV U; and the ground station
GS. Fig. 2] depicts the various computations performed on U;
and G5, and the different messages exchanged in the protocol.
This protocol ensures that only a legitimate U; can authenticate
with GS before it can begin a secure communication session
with GS. In this process of authentication, a secure session

key is established between U; and GS, which can be used for
further communication.

1) When a UAV U; wants to authenticate with G.S, it
generates the response IR by using the stored challenge
C.

2) It sends its temporary ID TUID,, a random nonce N 4,
and a hash calculated as H(R||TUID;||Na) to GS.

3) GS queries its database for any entry corresponding to
the received ID T'UID;. It also determines the freshness
of N4 (it must not match the N4 of the previous authen-
tications). Unless both these conditions are satisfied, U;’s
authentication request will not be handled. After verifying
the hash, GS finds the corresponding challenge-response
pair (C, R) from its database. It splits the response R
into K; and K, generates a nonce Np, and performs
the following operations to generate ().

X1 =NsO® K,
Y, =Np® X, ® K,
Q = (Ya|[ X1) ® (K2 K1)
4) GS then sends Q, H(Q||GID||NA||Ng) to Uj.

5) U; splits response R into two parts K7, Ko as was done
on G S, to be used in the below mentioned operations.

(Y2 X1) = (K2 K1) @ Q
Npg=Y,0 X, & K,
Ny=X1 P K>

The nonce N4, Np are retrieved and the hash is recom-
puted. Thus, the source of the message, its freshness
and integrity are verified. In case hash verification does
not succeed, U; terminates the authentication of GS. If
verification is successful, a random nonce N¢ is gener-
ated, a substring of which acts as the new challenge C”.
This depends on the type of PUF used in the device and
the size of the challenge. The corresponding challenge-
response pair (C’, R') is generated by U; using its PUF.
This newly generated information is encoded into M’ N’
as follows.

M' =R & Ks|| K,
N' = N{ & K,
The session key Sk; with which further communication
will take place is computed as shown below.
Ski = (K1 @ Np)||(K2 @ Nc)

6) U; sends M',N' and the hash
H(R'|TUID;||Np|Nc|Sk;) to GS.
7) GS obtains No, R' and Sk; as shown in the following
equations.
No =N o K,
RI = M’ EB KQHKl
Sk’l = (K1 ©® NB)||(K2 S7] Nc)
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GS thus has all the parameters to verify the hash. If the
verification fails, authentication is terminated by GS. If
verified, it stores a copy of the new challenge-response
pair (C’, R') for U; in its database along with the previous
pair (C, R). As mentioned earlier, C’ is obtained from
Nc¢.

Thus, mutual authentication between U; and GS is
achieved, and further communication is encrypted using
the established session key Sk;. Both U; and GS compute
the new TUID] for U; and update it as follows.

8)

TUID] = H(K;||TUID;||K)

C. UAV-UAV authentication phase

Here, we briefly describe how any two UAVs, U; and U,
will be able to establish a secure session using the above
discussed UAV-GS authentication scheme. The steps of this
authentication phase are depicted in Fig. 3]

1) Once a secure session is established between U; and G.S
with session key Ski, Uy sends a request to G.S for a
secure session with another UAV. U, requires this session
as part of its mission.

(S identifies a suitable UAV U, and forwards an au-
thentication request containing a Req string as well as
a hash computed as {Req, H(Req||TUID||GID)} to
Us. U, verifies the hash and begins the same UAV-GS
authentication described in Section [[V-B] to generate a

2)

session key Sko thus establishing a secure session with
GS.

GS generates a new secret session key Skio and dis-
tributes it to both U; and Us using the already established
session keys Ski and Sko. Both the UAVs obtain Skio
and thus a secure communication session is established
between U7 and Us.

3)

V. SECURITY ANALYSIS

To evaluate the security of the proposed UAV-GS authen-
tication phase (Section [V-B), we provide a formal security
proof in Section [V-A] as well as old-fashioned cryptanalysis
in Section [V-B] Such an approach is necessary because it
guarantees both security and versatility while formal proof by
itself is insufficient [34] 35]. We have used Mao Boyd logic
[36] for formal verification of our protocol’s security, and our
old-fashioned cryptanalysis is based on 12 evaluation criteria
(C1 - C12) as used by the authors in [37]. Since the UAV-UAV
authentication phase (Section IV-C) involves two instances of
UAV-GS authentication (Section IV-B), the proof for this phase
is trivial.

A. Formal Proof

In our proof we invoke the authentication, nonce-
verification, confidentiality, super-principal, intuitive and
good-key inference rules of Mao Boyd logic in [36]. Through-
out the verification process, we denote the UAV U; by U and
the ground station GS by G.
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We first prove the statement “U believes Np is a good
secret between U and G”. The statements of this proof are
written in Mao Boyd logic in equations (i) - (xv), and pictorial
representation is shown in Fig. [4]

The response IR corresponding to the challenge-response
pair (C, R) of U is stored in G, therefore “U believes R is
a good secret between U and G” (i). Using R, the UAV U
is able to decipher () in the second message of the protocol
{Q,H(Q||GID||N4||Ng)} to get Ns and Np. Therefore,
“U sees N, with decipher key R” (ii) and “U sees Np with
decipher key R” (iii).

vevéa (M)
USNa (ii)
U SNy (iii)

Applying the authentication rule to statements (i) and (ii), we
get “U believes G encrypted N4 using R” (iv). On applying
the same rule to (i) and (iii), we get “U believes G encrypted
Np using R” (v). Since U generates a new nonce N4 each
time, “U believes N4 is fresh” (vi). Next, we apply the nonce-
verification rule to statements (iv) and (vi) to get “U believes
that G believes that R is a good secret between U and G”
(vii).

UEG L v (iv)
R

UEG { Np W)

UE #(Na) (vi)

veceUv&c (vii)

Since G is known to generate a new nonce Np each time,
U is aware of the fact that no one other than GG could have
seen Ng. Thus, “U believes that G believes that no one other
than U has access to Np” (viii). Applying the confidentiality
rule to (v), (vii) and (viii) we get “U believes that GG believes

that no one other than U and G has access to Ng” (ix).
UEGE{U}«| Np (viii)
UEGE{U,G}<| Ng (ix)

It is assumed in the protocol that U believes that the ground
station GG is secure and trusted or in other words, “U be-
lieves that G is the super-principal” (x). Applying the super-
principal rule to statements (ix) and (x), we get “U believes
that no one other than U and G has access to Ng” (xi).

U IE sup(G) (x)
UE{U,G}«| Np (xi)

To proceed further we need to understand a few definitions
and rules of message idealization from [36l] which are as
follows:

« If a message does not have any symbols, it is an atomic
message (AM).

o An AM which is sent in one line and received in another
by the origin node is called a challenge.

o If a challenge is present in a message sent to the origin
node, it is a replied challenge (RC).

e A response is an AM and an RC sent together by the
node which sends the response.

o If an AM is neither a challenge nor a response, it is
nonsense. All nonsense is discarded.

o If an AM behaves as a challenge as well as a response
in a line, it is treated as a response.

e “Response R RC” is the combination of a replied chal-
lenge and its response.

In the first message of the protocol
{TUID;,N4s,H(R||ITUID;||Na}, N4 is sent to G. In
response to this, G sends Np encrypted in ) in the second
message. On decryption of @), U obtains Ny and Np.
Therefore, according to the above mentioned definitions and
rules, N4 is a challenge and Np is the response. Note that
these are not the same challenge-response pair (C,R) of
the PUF. Thus, “U can see the replied challenge N, and
the response Np with decipher key R’ (xii). Applying the
intuitive rule to (xii), we get “U can see the replied challenge
N, and the response Np” (xiii).

USNy,R Np
UaN4R Np

(xii)
(xiii)
On applying the fresh rule to (vi) and (xiii), we get “U
believes Np is fresh” (xiv). Applying the good-key rule to
statements (x), (xi) and (xiv) we have proved the statement
“U believes that Np is a good secret known only to U and

G” (xv).
U E #(Ng) (xiv)
vev®a (xv)

The statement “G believes that Np is a good secret known
only to U and G” can also be proved similarly as is shown in
Fig. [ In this figure, the logical AND operation between two
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statements is represented by a ‘/\’. Thus, we have shown that
Np cannot be accessed by an adversary.

Similarly, it can be proved that an adversary cannot gain
access to N¢ and R'. If an adversary cannot obtain Ng, N¢,
and R’, it cannot make sense of the communicated data. This
secrecy of Ng, N¢, and R’ is regardless of the kind of attack
used by the adversary such as a masquerade attack, a man-in-
the-middle attack, or a replay attack.

B. Cryptanalysis

This analysis is based on a list of security criteria put
forward by the authors in [37], which removes redundancies
and ambiguities which were prevalent in the area of security
protocols. We have omitted the discussion on the criteria C1-
C4, C6, and C9 since they involve smart cards and user-input
passwords which do not apply to our protocol. Several works
such as [38, [39] have already adopted this state-of-the-art
security evaluation technique. For the following cryptanalysis,
we consider the UAV with ID U, the ground station with ID
GS, and adversary A.

[C5] Resistance to known attacks: The proposed scheme
is secure against masquerade attack (C5.1), man-in-the-middle
(MITM) attack (C5.2), replay attack (C5.3), node tampering
attack (C5.4), cloning attack (C5.5), and de-synchronization
(C5.6). Adversary A cannot masquerade as U; since it does
not have the same PUF, and it cannot masquerade as G.S since
it does not have the correct (C, R) pairs. Thus, masquerade
and MITM attacks will fail. In the proposed protocol, attempts
by A to replay old messages to either G.S or U; will fail since
anew (C, R) pair is used for achieving authentication in each
session and A cannot gain access to U/s (C, R) pair. Since
PUFs are inherently unclonable, A cannot successfully clone
U;, thus the scheme is secure against cloning attacks. The
proposed protocol is secure against node tampering attacks
for the following reasons: even if A physically captures Uj,
any attempt to tamper with the PUF will render the PUF
unusable. Thus, A cannot resort to nefarious activities such
as node tampering even in the event of a device capture; also,
no critical information related to the authentication process is
stored in U;. We address de-synchronization attacks in detail
in Section [V-C|

[C7] Provision of key agreement: In Section V-A, the
secrecy of random nonce Np and N¢ has been proven. In
addition, K; and K are derived from R. Since a new (C, R)
pair is used for achieving authentication in each session, a

different R is used for each session. Thus, in the proposed
protocol, a new and secure session key calculated as Sk; =
(K1 ® Np)||(K2 @ N¢) is established after every successful
authentication.

[C8] No clock synchronization: In our protocol we ensure
message freshness by using random nonces instead of times-
tamps. Thus, the proposed security scheme is free from the
problems of time delay and clock synchronization, i.e., G.S
does not need to synchronize its clock with U; and vice versa.

[C10] Mutual authentication: In the proposed scheme, a
single PUF (C, R) pair of U; is stored on GS prior to U/s
deployment. Due to this, a session key can be established
only between U; and GS. Therefore, if a session key Sk;
is established, it means that the authenticating parties are
legitimate, i.e., mutual authentication has been achieved.

[C11] User anonymity: In our protocol, the temporary ID
of U, is updated at the end of each authentication as TUI D} =
H(K,||TUID;||K1), which guarantees user anonymity in the
proposed scheme. Both U; and G'S can compute the same
temporary ID without requiring any message exchange. No
entity other than U; or GS can know the PUF response R for
a given challenge C' to compute the temporary ID.

[C12] Forward secrecy: In the proposed scheme, even if
A manages to guess the current session key Sk;, this does not
compromise the security of any future session. This is because
the response for the next session, R’ (which is required to
establish the session key for the next session) cannot be
obtained by A as already proven in Section Since the
proposed protocol guarantees C11, A will not even be able
to track Uj, let alone compromise any future sessions. Thus,
the proposed protocol achieves perfect forward secrecy. A will
not be able to get the session key of any previous session as
well since it cannot gather the required secrets to generate
them. Thus, perfect backward secrecy is also guaranteed by
this protocol.

C. Addressing de-synchronization attacks

After the UAV-GS authentication phase, i.e., once GS
calculates the session key Sk;, it sends an acknowledg-
ment string Ack along with a hash of Ack computed as
H(Ack||GID||N¢) to U;. When U; does not receive this ac-
knowledgement message, it assumes that G.S has not received
the third message {M’', N', H(R'||TUID,||Ng||N¢c||Sk:)}
in Fig. and will repeatedly send this third message to
GS. Even after repeated attempts, if U; does not receive the
acknowledgment message, it does not update its T7UID and
discards the (C’, R') pair sent to GS. Even if the third message
of the protocol is blocked or not received by G'S, U; will not
receive any acknowledgment from G.S, which will result in
the same outcome discussed above.

In case G'S does receive the third message, it will compute
and store TUID' and (C’, R’). It will also retain a copy of
TUID and (C,R). At a later time, when U; again initiates
the UAV-GS authentication, G\S will receive either TUID or
TUID' depending on whether U; has updated its temporary
ID or not. If TUID' is received, then G'S will delete TUID
and (C, R), while if TUID is received it will delete TUID’
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Fig. 6: Computation cost comparison- Rpi (C) vs NodeMCU
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and (C',R’). This mechanism prevents de-synchronization
and ensures the availability of the system when the third
message of the protocol is not received by GS.

VI. SECURITY AND COMPUTATION PERFORMANCE
COMPARISON

A. Security Comparison

This section provides a comparative analysis of our protocol
with other existing security schemes available for UAV-GS
authentication [33]). Table [ presents this comparison
based on the criteria discussed in the previous section. In the
table, ‘v’ and ‘X’ respectively indicate whether a protocol sat-
isfies or does not satisfy a criterion. As depicted in Table[lI] our
proposed protocol fares well in all the criteria. All considered
protocols protect against masquerade (C5.1), MITM (C5.2),
replay (C5.3), and de-synchronization attacks (C5.6), along
with provision for session key establishment (C7), mutual
authentication (C10), and forward secrecy (C12). By using
PUFs on the UAVs, both our protocol and [33]] account for se-
curity against node tampering (C5.4) of individual UAVs, and
protection against cloning attacks (C5.5). The schemes of
require all network entities to have synchronized clocks
and thus do not satisfy the feature of no clock synchronization
(C8). The scheme [33]] does not provide user anonymity (C11)
since the ID of the UAV is always communicated in clear text
and is not updated for subsequent sessions.

[ Rpi (Python)

Computation Cost (seconds)
Computation Cost (seconds)

[27] [28] [33] [29]

Schemes Considered

Ours
Fig. 7: Computation cost comparison- Rpi (C) vs Rpi (Python).

TABLE III: Running time for various operations

Sym. Description Computation time
RPi(C) NMCU(C) RPi(Py)

T, Bitwise XOR  1.26us  3.63us 11.8us
T, PRNG 0.253us  4.09us 5.90us
Ty, Hash 4.63us  9lus 18.3us
Thm HMAC 23us 309us 99.9us
T, PUF 0.4pus (common for all)

T. Concatenation 0.587us  4.58us 5.09us

TABLE IV: Cost comparison for authentication protocol

Scheme UAV computation cost

271 AT, + 1T,, + 7T, + 0T}y, + 0T, + 13T,
28] 3T, + 1Ty, + 7T}, + 0T}, + 0T, + 21T,
[33] 0T, + 5T, + 01} + 2Ty, + 2T}, + 61
29] 3T, + 1Ty, + 7T}, + 0T}, + 0T, + 21T,
Ours 8T, + 2T, + 3T}, + 0T, +2T, + 117,

TABLE V: Comparison of communication cost

Scheme
[27] [28] [331 [29] Ours
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Fig. 8: Storage cost comparison.

B. Simulation and Computation Performance

We used NodeMCU v3.0 and Raspberry Pi 3B as two
different simulation environments for the UAV in our system
model, to run commonly used mathematical and cryptographic
operations such as XOR, pseudo-random number generation
(PRNG), Hash (SHA-1), HMAC (SHA-1), and concatenations.
The operations have been simulated in both C and Python
programming languages. We consider a recent PUF proposed
in [4Q] to be deployed in the UAVs for both our protocol and
the scheme in [33]]. This PUF has been demonstrated to give a
response of at least 256 bits, with a 320-bit response generated
from the PUF with a response time of 0.4 ;s when a 32-bit
challenge is input to it. Notations of these operations and their
running times on Raspberry Pi 3B (in C and Python), as well
as on NodeMCU v3.0 (in C) are provided in Table m A
cost comparison of these above mentioned operations for the
UAV-GS authentication process in the works of 28l [33]
and [29] is provided in Table [[V] Based on the time taken
for each operation, the total time taken corresponding to the
computation cost for all the operations on a UAV is plotted
in Fig. [6] and Fig. [} Fig. [f] shows the computation cost
comparison for the schemes considered above on Raspberry
Pi and NodeMCU (both in C language), and Fig. [6] shows the
computation cost comparison on Raspberry Pi (C and Python
languages).

From Fig. [f it is clearly evident that SecAuthUAV out-
performs all other works both on NodeMCU and Raspberry
Pi platforms (in C language). While [27], [28], [33] and
have computation costs of 715us, 748us, 667us and 748us
respectively on NodeMCU (C), our protocol has a cost of

only 361us. On Raspberry Pi (C), while [27], [28], [33]
and show a cost of 45.3us, 48.8us, 51.6us and 48.811s
respectively, ours shows just 31.7us. From Figl7] it can be
observed that the computation costs are higher on Python
when compared with C. Using Python also, SecAuthUAV
outperforms all other works. While [27]], [28], [33] and [29]
show a cost of 247us, 276us, 261us and 276us respectively
on Raspberry Pi (Python), ours shows 218us.

We further do a comparison of the proposed protocol with
other protocols in terms of total communication cost between
the UAV and ground station. In our comparison, we set
standard sizes for the different fields communicated across
the entities such as hash digest, HMAC output, nonce, and
device ID to be 160 bits each, and timestamp to be 32 bits.
These sizes have been chosen to be consistent in comparison
with other protocols which have also considered the
same sizes. As shown in Table [V] based on these sizes the
communication overhead in [27]], [28], [33] and is 1696
bits, 1536 bits, 1952 bits and 1696 bits respectively, while in
our protocol the communication overhead is 1600 bits. We
also do a comparison of the proposed protocol with other
protocols in terms of storage cost in the number of bits for
storing various data fields in the UAV’s memory. As shown in
Table[VI]and Fig.[8] the memory storage cost in [27]], [28], [33]
and [29] are at least 480, 640, 320 and 640 bits respectively.
Our scheme has a storage cost of 352 bits since only the
identities TUID and GID, and the challenge C' needs to be
stored in the UAV’s memory. Although our scheme has 9%
more storage cost compared to [33], the communication and
computation costs in [33]] are much higher compared to ours.
The communication cost (1952 bits) in is 22% higher than
our scheme (1600 bits). Their computation cost on NodeMCU
(667us) is 85% higher than ours (361us), while the cost on
Raspberry Pi in C language (51.645), and in Python (2611s)
is 63% and 20% higher than ours in C language (31.7us) and
in Python (218ys) respectively. Thus, we have shown that
our scheme is a very good choice compared to the existing
authentication schemes for UAVs in terms of computation
capabilities of UAVs, and storage and communication costs
involved.

VII. CONCLUSION

This paper proposed SecAuthUAV, a lightweight mutual
authentication protocol for UAV-ground station authentication
using physically unclonable functions (PUFs) which elimi-
nates the need for storing any secrets on the UAVs. This
protocol is extended further to support UAV-UAV authen-
tication. In the process of authenticating with the ground
station, a secure session key is established between them using
the secret information generated using PUFs. SecAuthUAV
assures essential security features such as mutual authentica-
tion, UAV anonymity, and forward secrecy. It is also secure
against common security attacks such as masquerade, man-
in-the-middle, replay, cloning, and de-synchronization attacks
in addition to UAV capture and tampering attacks. Despite
not storing any secret keys, it is capable of generating a
unique session key for every session. Moreover, SecAuthUAV



fares competitively well in comparison with the other existing
authentication schemes for UAVs in terms of computation,
communication, and storage costs. Hence, we argue that the
proposed protocol, SecAuthUAV is very efficient and viable
for UAV-GS authentication.
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