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Abstract—Swarm-based Unmanned Aerial Vehicle (UAV)
applications require a large number of UAVs to be de-
ployed across a region to work cooperatively. To operate
a large number of unattended UAVs in hostile envi-
ronments, it is critical to secure UAV-BS (base station)
communications. UAV authentication based on Physical
Unclonable Functions (PUFs) has recently emerged as
a potential solution for overcoming adversarial attacks.
The performance of PUF-based authentication protocols
is strongly influenced by various factors, including the
time required to generate the topology, the number of
bottleneck connections, and the network’s traffic load.
This article investigates how the authentication time for
a UAV swarm is affected by various factors such as the
type of topology, number of UAVs in the swarm and the
number of parallel connections.

Index Terms—UAVs, authentication, topologies, perfor-
mance analysis

I. MOTIVATION

Unmanned Aerial Vehicles (UAVs) are aerial devices
that have become increasingly popular and have a
wide range of applications. Although there has been
rapid development in UAV-based technologies and ap-
plications, their deployment has not achieved its full
potential due to several security challenges. Bringing
UAVs closer to the users exposes them to increased
threats and vulnerabilities, thus compromising the se-
curity of the UAV deployments [1]. Moreover, UAVs rely
on wireless channels for communications, which can
easily be intercepted and attacked. These attacks may
disrupt the proper operation of UAVs, thus resulting
in economic and societal losses..

Authentication is the forefront of security measures
in mitigating these attacks. As shown in Fig. 1, UAVs,
via authentication, are verified from time to time by
a trusted source such as the base station (BS). As
UAVs move from one location to another during their
operations, the state (e.g., the state of their links,
the base station serving them.) changes over time.
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Fig. 1: System Model.

Thus, continuous authentication of devices is neces-
sary to prevent a malicious adversary from derailing
the resources and information related to the UAV
application.

In recent years, there has been considerable re-
search work in securing UAVs [2]. However, these
proposed authentication techniques are inefficient
due to high computation requirement, complexity,
and mobility issues. [3]. Recently, physical unclonable
functions (PUFs) have been widely used for authenti-
cation protocols [4]. PUF-based authentication pro-
tocols have been proven to provide better security
features and computationally lightweight authenti-
cation in UAV scenarios. PUFs exploit the inherent
randomness that is unique to a device and cannot
be cloned or forged. This intrinsic randomness is
generated during the the fabrication of chips used in
the device [4]. A PUF can be modeled as a challenge-
response system, where the PUF uses its internal
characteristics to map a challenge C to response R.
Scalability is an important required feature of an
authentication protocol when it comes to the task of
authenticating a swarm of UAVs. Such authentication
has to be completed with minimal delay. In the past,
researchers have proposed scalable protocols [5, 6]
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by varying network topologies to improve the per-
formance of simultaneous authentication of multiple
devices. Scalable protocols vary depending on how
UAVs are deployed, the nature of authentication, and
spatial location. Some performance metrics such as
nature of authentication, and spatial location have
been analyzed [7, 8] that have analysed some of the
metrics. However, to the best of our knowledge, the
performance analysis for various network topologies
under different parameter such as number of UAVs in
the swarms, number of parallel connections, and type
of topology has not been studied previously.

This work provides a comparative performance
analysis among three network topologies employed
for a scalable PUF-based authentication protocol. The
performance analysis evaluates various parameters
related to topologies such as time for topology genera-
tion, number of connections, and total authentication
time. The major contributions of this work are sum-
marized below:

1) This work presents an analysis on how important
network parameters for operating a UAV swarm
is affected by various factors like the number of
UAVs in the swarm, number of parallel connec-
tions, and type of topology. Considered network
parameters include the time required to generate
the topology, the number of bottleneck connec-
tions, and the authentication time.

2) This work presents the performance analysis of
three realistic swarm topologies, i.e., K-means
clustering topology, Spanning Tree topology, and
Christofides topology. The analysis can guide
network administrators to tune their network
parameters as per their specific use cases.

3) A realistic scenario, where Raspberry Pi 3B is
used to model the onboard computer on the UAV
is simulated. The communication time for the
UAVs and the base station were evaluated on Mac
OS (1.8 GHz Dual-Core Intel Core i5, 8 GB 1600
MHzDDR3).

II. SYSTEM MODEL

This paper considers the scenario of UAV-base sta-
tion communications (shown in Fig. 1). The system
model consists of multiple UAVs connected to a single
base station. The base station is considered station-
ary and trusted. UAVs are heterogeneous computing
devices and have different levels of storage, memory,
computing and security. UAVs are enabled with PUF
and are deployed for various operations, but they
are vulnerable to attacks. Each UAV is located at a
particular coordinate in the 3-dimensional space at a
given instant of time and broadcasts its location to the
base station with its (x, y, z) coordinate information,
i.e., the relative location of UAV with respect to its
serving base station.

Authentication  
Initiation 

(ID,Nonce)

Send M'

Send M

Validating ID & Nonce 
M = ID || PUF_Challenge ||

Encrypt(Secret I, PUF_Response) || MAC

Secure Session Key Established

UAV Base Station

Decrypting Secret II 
Verifying MAC

Update Memory: Challenge-Response 
Session Key = Secret I + Secret II 

Decrypting Secret I using PUF 
Verifying MAC 

M' = ID || New_Challenge || Encrypt
(Secret II, PUF_Response) || MAC 
Session Key = Secret I + Secret II 

Fig. 2: Abstraction of mutual authentication protocol
using PUFs.

The base station and UAVs mutually verify each
other’s identity through an authentication protocol.
The system model employs a PUF-based mutual au-
thentication protocol inspired from [4]. The mutual
authentication protocol is presented in Fig. 2. The
UAV sends its ID, GPS location and nonce to the base
station. Once the base station receives the message
from the UAV, it sends a challenge and a secret
encrypted message to authenticate the UAV. The secret
encrypted message can be decrypted only by the valid
UAV by using its PUF. Once the UAV decrypts the
secret message, it sends its secret encrypted message
to the BS. Only a valid BS can decrypt the message
successfully, as BS is the only entity besides the device
that knows the PUF response. Once both parties have
verified each other, they agree upon a session key
using a combination of secrets from the BS and the
UAV.

To improve scalability, it is important to decrease
the number of communication exchanges during the
authentication process, and also to authenticate mul-
tiple devices at once. This is possible when messages
are communicated in a hop-by-hop manner. The
work considers three topologies (K-means clustering
topology, Christofides topology, and Spanning Tree
topology) that can be employed in different scenar-
ios to authenticate a swarm of UAVs in the coming
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sections. These three topologies are chosen since any
UAV swarm design can be categorized into one of
these topologies [9]. These topologies are present in
realistic scenarios of UAV swarms.

III. K-MEANS CLUSTERING TOPOLOGY

In this section, the base station creates clusters
based on the UAVs’ locations using the K-means
clustering algorithm [10]. For example, for K=3, the
protocol employs the 3-means clustering algorithm to
partition all the UAVs into 3 clusters (as shown in
Fig. 3). These clusters correspond to aggregating UAVs
into subgroups based on their current geographic
locations. The clustering algorithm starts by randomly
choosing coordinates of K UAVs. These initial points
form the initial centroids of K clusters.

Base Station

Cluster 1 Cluster 2

Cluster 3

Fig. 3: K-means clustering topology.

In each iteration, the distances of each UAV from
the K centroids are evaluated. After the distance eval-
uation, each UAV is assigned to the nearest cluster.
Then, each cluster’s centroid coordinates are updated
by taking the mean of UAVs’ coordinates belonging
to the cluster. The update process continues until all
distances remain constant from the center-points and
the centers are not updated anymore.

Once clusters are fixed, the nearest UAV to the
base station is identified. The BS generates a path
flow covering all the UAVs in their corresponding
clusters. This path is decided by selecting UAVs in
the cluster at random. The communication from the
BS to UAVs happens in a hop-by-hop manner. The
BS sends a message to its closest UAV in a cluster.
This UAV (closest to BS) forwards the communication
to another UAV in the cluster and so on. Thus, for
K clusters, K paths are formed. Each of the paths
starts from the base station and covers all the UAVs in
its corresponding cluster. In each path, the messages
flow from the parent to the child, originating from the
base station. Here, the parent refers to the transmit-
ting UAV, and the child refers to the receiving UAV.

The resulting topology is referred to as the K-means
clustering topology.

IV. CHRISTOFIDES TOPOLOGY

This section delineates how the Christofides algo-
rithm [11] is employed to determine the Christofides
topology. The heuristics used for optimizing the mes-
sage flow path leverage the triangle inequality. Once
the base station knows each UAV’s location, it creates
an optimal path by creating a minimum spanning tree
(shown in Fig. 4). The problem of creating an opti-
mal path can be considered as a traveling salesman
problem. The UAV network forms a complete graph
G. The UAV locations are the vertices of G. The log-
ical connection between two UAVs forms an edge in
graph G. The salient steps involved in generating the
Christofides topology are explained in the following
subsections.

A. Creation of minimum spanning tree

A minimum spanning tree of a graph is a subset
of the graph containing all the vertices with the
minimum number of edges. The Kruskal algorithm
[12] uses the greedy approach to find the minimum
spanning tree. The resultant spanning tree has the
number of edges one less than the number of vertices
or nodes (shown in Fig. 4(b)). A vertex with an odd
number of edges incident on it is called an odd degree
vertex. In the next subsection, the protocol finds odd
degree vertices.

B. Finding vertices with an odd degree

After creating the spanning tree, the resultant graph
covers all the vertices and ensures that there is no
cycle. To convert a spanning tree into an Eulerian
tour, the protocol finds vertices with odd degrees
in linear search as shown in Fig. 4(c). Then, these
odd degree vertices are converted to even degrees
by forming the perfect matching as described in the
following subsection. The need to convert the degree
of vertices to even is to find an Eulerian path. Carl
Hierholzer, in 1873, proved that all vertices must have
even degrees for the Eulerian circuit to exist. An
elaborate description of Eulerian circuit is described
in Section IV-D.

C. Perfect matching and handshaking lemma

Figure 4(c) shows a minimum spanning tree (de-
noted by T), where odd degree vertices are marked
red and even degree vertices are black. All the odd
degree vertices are connected to obtain a subgraph. A
perfect matching [13] covers every vertex of the graph.
A perfect matching in G=(V,E) is a subset of E such
that every vertex in V is adjacent to exactly one edge
in the subset. While there are many possibilities of
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(f) Final Hamiltonian path by skip-
ping visited nodes.

Fig. 4: Creation of Cristofides topology.

perfect matching, Fig. 4(d) consider one such case.
Let this perfect matching be represented by M. Next,
the protocol use the union function of the spanning
tree T and the perfect matching M. According to
the Handshaking lemma in graph theory, a finite
undirected graph has an even number of odd degree
vertices [14]. In performing perfect matching on a
graph formed by odd vertices, each vertex forms part
of only one edge. So, the union of T and M ensures
that the degree of every odd vertex is increased by one.
Thus, all odd degree vertices will eventually become
even degree vertices.

D. Eulerian tour

With even degree at all vertices the protocol now
creates an Eulerian circuit or Eulerian cycle. An Euler
circuit constructs a path from the initial vertex and
visits all the edges exactly once. The protocol chooses
the closest UAV to the BS as the starting vertex. The
current vertex is removed and pushed to the stack.
Next, the closest neighbor is chosen and remove the
edge between the current vertex and the closest neigh-
bor is removed. Now, the closest neighbor becomes
the current vertex. This process is repeated until there
is no neighbor remaining. The current vertex is then
added to the path, and the vertex from the stack is
popped and made the current vertex. This process is

repeated until the stack is empty. Hence, the resultant
graph gives the Eulerian circuit shown in Fig 4(e).

E. Hamiltonian path

Finally, while moving along the Euler circuit, the
algorithm checks if a node has been visited or not. If
it has not been visited, it is added to the Hamiltonian
path as depicted in Fig. 4(f). Else, the node is skipped
and the algorithm moves on. This skipping will not in-
crease the length of the path as the graph satisfies the
triangle inequality. This resulting Hamiltonian path is
also referred to as the Cristofides topology.

V. KRUSKAL SPANNING TREE TOPOLOGY

This section discusses the generation of minimum
spanning tree using the Kruskal algorithm [12]. As
discussed earlier, a minimum spanning tree of a graph
is commonly referred to as a subset of the graph
containing all the vertices with the minimum number
of edges without any cycles.

The Kruskal algorithm’s output provides a list of
routes containing paths starting from the base station
covering all the devices. A route is defined as a finite
sequence of edges that traverse (join) a sequence of
devices and terminate at a node (with degree one).

Figure 5(a) depicts the initial stage when the system
is deployed, but the topology execution has not started
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(a) Initial deployment of UAVs.
(b) Iteration 1: Unconfirmed edge
(shown in black).

(c) Iteration 2: Edge confirmed
(shown in red).

(d) Iteration 63: Edge unconfirmed
(black line).

(e) Iteration 64: Previous black edge
(Fig. (d)) unaccepted, new edge un-
confirmed (black line).

(f) Iteration 65: Edge confirmed. All
nodes covered. Spanning tree cre-
ation complete.

Fig. 5: Different iterations of the execution of the Kruskal algorithm. black dots are UAVs that are deployed in a region.
Red line segments represent the selected and confirmed edges of the resulting spanning tree. black line segments represent
probable spanning tree edges which can be rejected from or accepted into joining the spanning tree based on the Kruskal
algorithm.

Number of
UAVs

Topology
Topology Generation

Time
#connections

Communication
Time

Authentication
Time (Total)

#connections
Communication

Time
Authentication

Time (Total)

25

Kruskal Spanning Tree 0.66

3

30.10 34.78

1

33.86 38.55

Christofides Topology 1.54 44.61 50.18 44.61 50.18

K-means clustering topology 13.25 14.10 31.38 24.00 41.28

One to One Topology 0.0029 35.30 39.33 106.40 110.43

50

Kruskal Spanning Tree 0.56

3

46.20 54.81

1

57.75 66.36

Christofides Topology 5.89 66.40 80.34 66.40 80.34

K-means clustering topology 12.49 24.30 44.84 47.60 68.14

One to One Topology 0.0031 61.50 69.55 155.90 163.95

75

Kruskal Spanning Tree 0.76

3

54.20 67.04

1

108.40 121.24

Christofides Topology 29.55 73.70 115.32 73.70 115.32

K-means clustering topology 14.12 44.60 70.79 95.40 121.59

One to One Topology 0.01 92.40 104.48 252.70 264.78

100

Kruskal Spanning Tree 1.12

3

56.58 73.80

1

169.75 186.97

Christofides Topology 24.04 104.62 144.76 104.62 144.76

K-means clustering topology 14.30 54.50 84.90 127.60 158.00

One to One Topology 0.0139 94.20 110.30 321.30 337.40

TABLE I: Performance comparison of different topologies under different UAV network scenarios. All timings
are in ms (millisecond). Topology generation time is time taken into joining the topology. Communication
time is the time spent in propagating authentication messages.
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yet. UAVs are represented as vertices; these vertices,
together with edges connected among the vertices,
constitute a graph. The Kruskal algorithm randomly
creates an edge between the initial vertex and other
vertices shown as the black edge in Fig. 5(b). Then, the
algorithm checks: if there already exists an alternative
path between these vertices in Fig. 5 (b), the black
edge is confirmed (red edge in Fig. 5(c)); else, the
black edge is dropped, and a new edge is chosen.
This process is repeated until a minimum spanning
tree is formed. Fig. 5(d) describes the case when the
black line or trial edge fails to be confirmed since
an alternative path by which vertices of the edge are
connected. Then, the algorithm chooses another ran-
dom edge (shown in Fig. 5 (e)), which gets confirmed
in Fig. 5 (f), marking the confirmation of the edge
(shown in red), thus completing the construction of
the minimum spanning tree.

VI. ONE-ONE TOPOLOGY

One-to-one authentication is a benchmark where a
particular device authenticates directly with the base
station as used in [4]. In scenarios where the base
station supports parallel connections, the maximum
number of devices that can simultaneously be authen-
ticated is equal to the number of parallel connections.
This technique does not use any topology to improve
the scalability of authentication. Next, we provide
a comparison of different topologies presented in
Section III, IV, and V with one-to-one authentication.

VII. RESULTS AND DISCUSSION

This section compares the different topologies in
authentication protocol for UAV networks. The mutual
authentication protocol considered for all the four
topologies is the same, and has been explained in the
system model (also depicted in Fig. 2). UAV operations
were performed on a Raspberry Pi 3B. The base
station and communication time were simulated on
Mac OS (1.8 GHz Dual-Core Intel Core i5, 8 GB 1600
MHz DDR3). The processes were coded in the Python
programming language.

Table 1 presents the comparison of the total authen-
tication time taken by different topologies in different
UAV scenarios. The timing for the protocol execution
is evaluated for four topologies:

• K-means clustering topology
• Christofides Topology
• Kruskal Spanning Tree Topology
• One-to-One authentication

The time for executing the authentication protocol,
referred to as the authentication time, includes the
topology generation time, message propagation time,
and time spent in computation at devices. The com-
putation time for authentication is 0.161 ms per device
for all three topologies. The number of connections

refer to the number of UAVs that can simultaneously
receive and send messages from and to the BS. During
the authentication procedure, if the number of con-
nections is 3, then the BS can simultaneously send
authentication messages to 3 UAVs, thus improving
authentication performance.

A. Case I: BS can communicate with 3 UAVs simulta-
neously

By inspecting different scenarios, it can be observed
that when the number of UAVs is small (25 or 50),
K-means clustering topology incurs the lowest total
authentication time. The performance of the K-means
clustering topology is attributed to low communica-
tion time. Here, communication time refers to the
time spent in propagating authentication messages.
Although the time taken to generate clusters using the
K-means algorithm is more than other topologies, its
performance is still dictated by the small propagation
delay.

As the number of UAVs exceeds 75, the Kruskal
spanning tree topology outperforms others. The K-
means clustering topology incurs considerable in-
crease in the propagation delay. In contrast, the
Christofides topology incurs the longest authentica-
tion time, primarily because of the high complexity of
generating the Christofides topology. Moreover, it does
not utilize parallel connections. The performance of
one-to-one authentication worsens as the number of
UAVs increases.

B. Case II: BS can communicate with only 1 UAV

In the scenarios where the number of UAVs is less
than 75, the Kruskal topology outperforms the K-
means clustering topology because the K-means clus-
tering topology cannot leverage parallel connections,
thus incurring high communication time.

As the number of UAVs increase (75 or more), the
total authentication time is primarily dominated by
the communication time. Among all the topologies,
the Christofides topology achieves the least propaga-
tion delay and hence it outperforms other techniques.

As the UAV network scales up with more complex
topologies, multiple spanning trees [15] may be lever-
aged to establish a reliable and efficient authentica-
tion topology.

VIII. FUTURE WORKS

To support future advancements in this area of
study, numerous factors associated with UAV swarms
such as the energy charge remaining in the UAVs,
mobility pattern of the UAVs, and energy efficiency of
the UAVs will be considered. Future works may also
focus on quantum-based cryptography, which aims
to replace public-key cryptosystems. Additionally, the
challenge-response pair behavior of various kinds of
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PUFs under various climatic and physical situations
should be carefully explored to reduce authentica-
tion errors. Finally, small-scale, realistic experimental
testbeds with various kinds of drones will be devel-
oped to confirm the theoretical conclusions obtained
so far.

IX. CONCLUSION

Rising UAV deployments and increasing vulnerabil-
ities in UAV communications call for lightweight au-
thentication mechanisms. These authentication proto-
cols can regularly check UAV status and verify if each
UAV is secure or not. Physical Unclonable Function
based protocols have been used to address this issue.
PUF based protocols exploit the physical randomness
in devices that is generated during fabrication. How-
ever, the performance of these PUF-based protocols
depends on the topology of the network. This article
provides a comparative analysis of the performance
of different topology designs for their use in authen-
tication protocols.
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